EED A COMPLETE 
CLOUD PLATFORM? 

How Windows Azure 
an Work For You 
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IN BRIEF 

TECHNOLOGY NEWS 



ONE-THIRD OF AMERICANS OWN TABLETS 

> The Pew Research Center's Internet & American Life Project recently released survey results regarding tablet owner- 
ship in the U.S. Among the findings: 34% of adults now own a tablet computer compared to 25% in August 2012, 14% 
in February 2012, 8% in May 2011, and 3% in May 2010. There is little in the way of gender or race /ethnicity differences 
when it comes to ownership, but education, household income, and urbanity are factors. These charts illustrate those dif- 
ferences; the percentages indicate tablet owners within each group. 
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DUAL-CORE, 
QUAD-CORE & THE 
SMARTPH0NE MARKET 

If Berg Insight's forecast is correct, 
almost all of the roughly 1.5 billion 
smartphones that hit the market in 
2017 will use a dual-core processor, 
and most will use a quad-core pro- 
cessor. Introduced to smartphones 
in 2011, dual-core processors offered 
greatly advanced computing power, 
essentially providing smartphones 
with the same processing power 
found in desktop PCs just a few years 
earlier. Introduced to smartphones in 
2012, quad-core processors offer fur- 
ther power. As quad-core now repre- 
sents the leading edge, even low-cost 
smartphones will begin using dual- 
core processors. According to Berg 
Insight, both high-end (those costing 
$500-plus) and low-end ($130 and 
less) smartphones accounted for 
most growth in this category in 2012. 
Looking ahead at 2013 and beyond, 
Berg Insights expects low-end and 
mid-range smartphones to provide 
the most growth. 



GROWTH FORECASTED ACROSS GAMUT OF 
PC CATEGORIES 

Canalys has released its worldwide total client PC shipments forecast, which 
identifies tablets as well as traditional desktop PCs and laptops as part of the PC 
category. Sentiments from Canalys fall in line with those of other research firms in 
predicting that tablets will dominate the market in the coming years. Among many 
indicators of tablet market strength, Canalys points out that the market doubled in 
Ql 2013 and that shipment totals continue to increase. Noting that many traditional 
PC-makers have released tablets, Pin-Chen Tang, research analyst with Canalys, 
says, "Low-priced tablets will not be lucrative but it is necessary to compete or a 
vendor will simply lose relevance and scale/' This chart illustrates the PC market 
outlook according to Canalys (shipment totals are in millions): 

Key: ■ Total ■ Desktops ■ Laptops ■ Tablets 
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AAA ISSUES REPORT ON TECHNOLOGY & DISTRACTED DRIVING 



> Using hands-free systems to do 
such things as make phone calls, 
exchange text messages, and even 
check the status of favorite social 
media services may be about as dan- 
gerous as using hands-on devices 
to accomplish the same tasks. New 
research from the AAA Foundation 
for Traffic Safety indicates that the 
more brain power drivers must use 
to focus on distractions such as these 
while driving, the less likely they 
are to pick up on visual cues that 
promote safe driving and help avoid 
accidents. Citing an expected 500% 
increase in in-vehicle infotainment 
systems by 2018, AAA President and 
CEO Robert L. Darbelnet points to "a 
looming public safety crisis ahead" 
and says, "It's time to consider lim- 
iting new and potentially dangerous 
mental distractions built into cars, 



particularly with the common public 
misperception that hands-free means 
risk-free." 

For its latest report on the sub- 
ject, AAA employed highly technical 
means — including mounted cameras 
to track drivers' eye and head move- 
ments, a device to track response 
times when such things as stoplights 
enter the drivers' field of vision, and 
an EEG-wired cap to monitor brain 



Key: 



Talking on a cell phone, 
Minimal Risk e j t her handheld 

Moderate Risk or hands-fi 
Extensive Risk 



Tasks such as 
listening to 
the radio 



activity — to gather data. Based on 
its findings, the AAA is suggesting 
that manufacturers limit voice tech- 
nology to controls for driving (rather 
than conversational) activities such 
as turning up the air conditioner, dis- 
able text-based communications (text 
messaging, email, social media inter- 
action, etc.) for vehicles in motion, 
and offer education about all new 
in-vehicle technologies. 



Listening and responding 
to in-vehicle, voice-activated 
email features 




MOST AMERICANS NOW OWN SMARTPHONES 

> This year is the first that most Americans report having a smartphone as 
their primary cell phone, according to a survey conducted by the Pew Research 
Center's Internet & American Life Project. According to the report, 91% of 
Americans own some kind of cell phone, with 56% owning smartphones and 
35% owning some other type of cell phone. The disparity between age and 
income is least for 18- to 29-year-olds, with ownership rates of 77% for those 
earning less than $30,000, 81% for those earning $30,000 to $74,999, and 90% for 
those earning $75,000 or more. This disparity widens with age. Here is how the 
overall statistics have changed since 2011: 
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RESEARCHERS PROMOTE 
"INFORMATION AS 
STRATEGY" APPROACH 

>■ Does your business have an in- 
formation strategy? If it doesn't, 
you're not alone, according to re- 
searchers at Gartner. Less than 10% 
of enterprises have a true informa- 
tion strategy, Gartner found. "When 
asked about the new kinds of in- 
formation they anticipate as being 
disruptive in the next few years, 
half of the respondents to Gartner's 
2013 Worldwide CEO and Senior 
Executive Survey could not provide 
an answer or name a technology/' 
says Partha Iyengar, country man- 
ager for Research, India at Gartner. 
With vast amounts and types of new 
information being made available, 
Gartner notes that leaders need to 
figure out how these new kinds of 
information will drive value, when 
it becomes realistic to achieve new 
things that were not possible before, 
and how you'll be able to use the 
information without it seeming like 
spying or privacy invasion. 
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RESEARCHERS OFFER 
POSSIBLE CLOUD 
SECURITY SOLUTION 

> Regardless of the security measures 
in place, using a public cloud provider 
increases the risk that sensitive data that 
is stored in the cloud can be exposed. 
One solution is to encrypt data before 




storing it in the cloud, but once that hap- 
pens under current circumstances the data can't be analyzed. The choice for organi- 
zations boils down to either saving unencrypted data to the cloud so that it can be 
analyzed and mined (a major security risk), or saving encrypted data to the cloud 
where it can't be analyzed until it is withdrawn from the cloud and decrypted (a 
significant impediment to deriving value from the data). One solution, which thus 
far has existed in concept only, is called homomorphic encryption, whereby en- 
crypted data could be used and analyzed without having to decrypt it first. IBM 
Cryptography Research Group member Craig Gentry believes he has made this 
possible by adding an extra layer of encryption to the process. At this point the ad- 
ditional encryption slows the process, making it impractical for fast-paced business 
requirements, but Gentry is working on optimizations and envisions a market-ready 
solution within five to 10 years. Researchers at MIT, FX Palo Alto Laboratory, and 
Bristol University in the UK are also working on this concept. 



SAAS BEGINS TO 
IMPACT HOW SOFTWARE 
COMPANIES OPERATE 

> SaaS (software as a service), cloud, 
IT consumerization, and mobile are 
among the trends changing the way 
the software industry does business, 
according to the most recent "Global 
100 Software Leaders" report by 
PricewaterhouseCoopers. SaaS sub- 
scription revenue will account for 
24% of total software revenue by 2016, 
PwC reports. Patrick Pugh, PwC's 
U.S. software and Internet leader, says 
that to drive future growth, North 
American software companies must 
work to transform their business 
models to account for the SaaS envi- 
ronment and find new opportunities 
to expand by tailoring their products 
to specific markets and geographic 
regions worldwide. 



POWER UTILITIES FACE 
CYBERATTACKS 

>- A new U.S. congressional report has 
shed light on the many technological 
vulnerabilities facing American power 
companies. Representatives for more 
than a dozen power companies, many 
of which are privately owned, report 
"daily," "constant," or "frequent" at- 
tempted cyberattacks "ranging from 
phishing to malware infection to un- 
friendly probes," with one company 
claiming to be the target of 10,000 at- 
tacks every month. The chief concern is 
that these threats could affect the U.S. 
power grid, which, according to the 
report, "serves more than 300 million 
people and is made up of more than 
200,000 miles of transmission lines, and 
more than 1 million megawatts of gen- 
erating capacity, and is valued at over 
$1 trillion." The report's authors, repre- 
sentatives Edward J. Markey (D-Mass.) 
and Henry A. Waxman (D-Calif.), 
hope the report will encourage ac- 
tion on the GRID (Grid Reliability and 
Infrastructure Defense) Act, introduced 
in 2010 but not yet passed. 



SECURITY MARKET 
TO CONTINUE GROWTH 
IN 2013 

On the heels of an earlier report 
indicating a strong security tech- 
nology and services market in 2012, 
Gartner released another report with 
an optimistic forecast for 2013. The 
research firm expects the worldwide 
security market to increase 8.7% in 
2013 compared to 2012, with revenue 
totaling $67.2 billion. Citing security 
as a top area of concern among IT 
departments (and one that is likely to 
remain a top concern in the coming 
years), Gartner forecast the security 
market to grow to $86 billion in 2016. 
"To support the growing need for 
security analytics, changes in infor- 
mation security people, technologies, 
integration methods, and processes 
will be required, including security 
data warehousing and analytics ca- 
pabilities, and an emerging role for 
security data analysts within leading- 
edge enterprise information security 
organizations," says Eric Ahlm, re- 
search director with Gartner. 



SERVER SHIPMENTS 
DECLINE WORLDWIDE 
BUTAREUPINU.S. 

> Following a slow first quarter in 
2013, with worldwide server ship- 
ments slipping 0.7% and server rev- 
enue declining 5% year-over-year, 
vendors continue to face a challeng- 
ing market for the remainder of 2013, 
according to Gartner. The United 
States offered somewhat of a bright 
spot, exhibiting slight shipment and 
revenue increases. The Asia /Pacific 
region — the only other region show- 
ing growth — experienced increases 
higher than the U.S., with a 7% rise 
in shipments and a 1.7% increase 
in revenue year-over-year. "The real- 
ity for server vendors is that spend- 
ing levels are very low and there 
is severe weakness in the high-end 
segment," says Adrian O'Connell, 
research director and part of Gart- 
ner's Data Center Infrastructure and 
Management research group. "There 
are still areas of opportunity, but 
vendors need to be agile and focused 
on addressing them." 
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STARTUPS 



KEEP YOUR EYES ON THIS STARTUP INCUBATOR, 
SOON TO EXPAND TO NYC 

>■ Twice a year for 10 weeks, the San Francisco-based startup incubator 
AngelPad runs a mentorship program for 12 select companies. Founded 
in 2010 by former Google product 
evangelist Thomas Korte, AngelPad 
focuses on product development, 
marketing, and fundraising, and 
ends each mentorship session with 
a "demo day." AngelPad has en- 
joyed enough success to add a 
New York office and is reportedly 
seeking a location. AngelPad is def- 
initely a business PC Today readers 
should watch, as it seems to favor 
young companies with bold ideas 
in the business realm. Among the 

companies AngelPad selected for its spring 2013 program, for example, 
are Fieldwire, a task management program designed for teams within the 
enterprise, and TrulyWireless, which connects smartphones with enter- 
prise phone systems. AngelPad is currently accepting applications for its 
fall session. 



AngelPad 



AngelPad is a San Francisco-based startup 
incubator that mentors 24 companies each 
year. The company reportedly has plans to 
open a second office, this time in New York. 



COLORADO STARTUP 
REPORT SHOWS STATE IS 
A HOTBED OF ACTIVITY 

> The Built In Denver "2012 Colorado 
Startup Report" succeeds on both in- 
tended levels: as a statement of pride 
and as a draw for new businesses and 
investors. With tech startup invest- 
ment totals exceeding $280 million in 
Denver and $197 million in Boulder 
last year alone, the state has a lot to be 
glad about. Overall, funding for the 
state topped $502 million in 2012, and 
there were 20 technology companies 
acquired and 122 startups launched 
(which averages out to one new startup 
every 72 hours). The bulk of these in- 
vestments were in software (45%), with 
business-to-business Web tech coming 
in second (33%). Within the B2B cat- 
egory as a whole, 78% of investments 
were in software. 



Q 

my login 

MY1 LOGIN SEEKS TO 
IMPROVE BUSINESS 
SECURITY PRACTICES 

> Everybody knows passwords are 
important, but it seems most people 
would rather bother with them as little 
as possible. The UK-based my 1 login 
offers a Web-based password manager 
that's built with businesses in mind. 
In addition to the password features 
found in many other online password 
managers, myllogin also provides 
organizations with a management 
dashboard, two-factor authentication 
options, and mobile applications. The 
company recently received $1.5 million 
in additional funding in the form of 
grants and financing. 



pi/ate 

I MOB I L E A P P ENGINE 



PIXATE SAYS YOUR 
COMPANY CAN SIMPLY 
BUILD ITS OWN APPS 

> Pixate's stated mission is to make 
developing iOS apps so easy that 
anyone can do it. Venture capital 
firm Accel Partners sees promise in 
the tools and services that Pixate 
offers, as evidenced by its recent 
decision to provide $3.8 million in 
Series A funding for Pixate. The 
Palo Alto, Calif.,-based company's 
Pixate Engine is a development 
platform that is open-source and 
therefore free for private or com- 
mercial use. At this point Pixate 
makes its money in conversion and 
consultation services. 




STARTUP OFFERS TO 
SAVE & ANALYZE YOUR 
UPLOADED IMAGES 

> There are many photo storage ser- 
vices on the Web, but San Francisco- 
based Everpix is different. With its 
sights set on changing the game 
of storing and managing images, 
Everpix offers to securely store an 
unlimited number of full-resolution 
images and to analyze their contents 
in ways designed to blow the com- 
petition out of the water. Everpix 
promises to rid your photo stores of 
duplicates, to sync quickly, and to 
categorize images based on inherent 
file and visual information. The ser- 
vice is available to try for free. 
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New domains. New opportunities. Create your perfect web address with 
over 500 new top-level domains from Short, memorable domains 
like fashion.blog and auto.shop are ideal for getting your website found easily. 
Pre-reserve your preferred domain for free, with no obligation! With regular 
updates from 1&1 you don't miss the chance to get the domains you want. 
Find out more on our website 1and1.com 
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respective owners. © 2013 1&1 Internet. All rights reserved. 
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Are You Ready 

For A Data Disaster? 

Storagepipe Fastback DR Gets Businesses Back On Track Without Delay 



STORAGEPIPE 



What would your organization 
do without access to its CRM system, 
email, and collaboration software? 
How would unplanned downtime 
affect business in the short term or 
even the long run? And to what ex- 
tent would a disaster become worse if 
days, or even weeks of data were lost 
in the process? Whether the cause is 
equipment failure, human error, or 
natural disaster, a hit like this can be 
devastating, especially with clients 
and customers relying on your organi- 
zation for 24/7 availability. 

"Service outages can lead to lost 
customers, a bad reputation, and 
failure to meet contractual obliga- 
tions," says Steven Rodin, president 



of Storagepipe ( www.storagepipe.com ), 
a company that specializes in cor- 
porate data protection. "Companies 
are struggling to fight unplanned 
downtime and data loss in the face of 
tightening IT budgets and increasing 
technological complexity. There is 
also an increasing occurrence and 
awareness of major events including 
blackouts, flooding, hurricanes and 
other natural disasters." 

Most companies today require 
two sets of backups in order to be 
adequately prepared. One backup 
set should be kept on-site for fast re- 
covery or minor incidents. Another 
set should be kept at a remote site in 
case of a major destructive event at 



the primary location. Unfortunately, 
many organizations lack the time and 
resources to maintain the two sepa- 
rate manual backup processes that 
would be required. 

Storagepipe's Fastback DR solu- 
tion includes a data center appli- 
ance that simultaneously provides 
backup to local and remote storage. 
In the event that a server goes 
down, IT personnel can quickly 
and easily get the server back on- 
line without data loss. Because 
Fastback DR is frequently updated, 
and because it provides full system 
backups, your data is always safe 
and can be restored with little or no 
disruption. 



THE FASTBACK DR ADVANTAGE 

"The Fastback DR appliance maintains a local copy of the backup data, ensuring the fastest possible recovery speeds," 
says Steven Rodin, Storagepipe president. "And another copy is securely sent off-site to Storagepipe's data centers for di- 
saster recovery purposes." Because a backup is maintained locally, there are no access slowdowns or recovery lags. 
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LOCAL MEETS CLOUD 

IT managers today must deal with 
ever-increasing quantities of data, the 
need to reconcile backup and compli- 
ance processes with changes in IT 
infrastructure, and customer expec- 
tations of round-the-clock service, 
says Rodin. "In order to deal with 
these challenges, there's been an in- 
creasing interest within corporate IT 
for having off-site disaster recovery 
while still maintaining local backup 
infrastructure. Organizations want to 
keep their data close by for fast ac- 
cess in cases of immediate need and 
isolated events like file or individual 
server loss, while also keeping their 
data off-site for major disasters." 

Storagepipe's Fastback DR accom- 
modates this expectation for a hy- 
brid approach, with 
backups stored lo- 
cally and remotely 
off-site for optimal 
speed and resil- 
iency. According to 
Rodin, "The hybrid 
approach offered by 
Fastback DR pro- 
vides both off-site 
disaster recovery 
and very fast re- 
covery of local sys- 
tems. It's also ideal for organizations 
with compliance and testing require- 
ments, or organizations that simply 
want to minimize the complexity of 
protecting their IT infrastructure." 

Overall, Fastback DR meets the cri- 
teria that are most important when 
assessing backup and recovery solu- 
tions: it maintains data integrity and 
accessibility; it is fast on all levels; 
and it's easy for IT to install, use, and 
maintain. 

ALWAYS-AVAILABLE DATA 

"All backup snapshots are per- 
formed locally at LAN (local-area 
network) speed and at the block 
level, and then replicated to a remote 
data center for recovery in case of a 



disaster," Rodin explains. "In the 
event of an outage, data can be ac- 
cessed from the DR site, or bare metal 
recovery can take place to an alternate 
server for virtual disaster recovery." 

Bare metal recovery simply refers 
to the ability to rebuild a server from 
the ground up starting with the "bare 
metal" hardware. Fastback DR makes 
bare metal recovery fast and easy, 
accommodating system recovery to 
virtual machines or even to dissimilar 
hardware. With older and more com- 
monly used methods, recovering a 
server from bare metal can easily take 
several days. 

"In addition to Fastback DR," says 
Rodin, Storagepipe offers "comple- 
mentary services — such as our High- 
Availability solutions — that can 



Fastback DR offers a comprehensive hybrid backup 
approach, including disaster recovery and business 
continuity, and comes with all the hardware, 
software and off-site data center capabilities in 
a cost-effective pay-as-you-go pricing model. 
— Steven Rodin, president, Storagepipe 



replicate servers to a remote data 
center and provide near-instant 
emergency failover [switching from 
local servers to remote servers] for 
critical applications." 

SPEED PLUS GRANULARITY 

Because Fastback DR backups are 
created locally and replicated off-site, 
data is backed up at LAN speeds as 
opposed to slower over-the-Internet 
speeds. When disaster strikes, re- 
covery occurs at LAN speeds because 
backups are available locally. By 
combining local and remote backup 
locations, backup and recovery for 
enterprise applications, and other 
features, Storagepipe's Fastback DR 
is able to deliver greater levels of 



optimization and speed for backup 
and recovery processes alike. 

"Fastback DR offers the fastest and 
most comprehensive online backup 
and recovery capabilities," says 
Rodin, "with granular recovery op- 
tions for files, databases, Microsoft 
Exchange and enterprise applica- 
tions." For example, Fastback DR is 
precise enough to allow you to re- 
cover specific Exchange data, such 
as email messages, attachments, and 
contacts, in minutes, without having 
to recover the entire database. 

EASY TO INSTALL & MONITOR 

The best solutions tend to offer 
both full functionality right out of 
the box and easy maintenance con- 
trols. Fastback DR offers both. 

"Storagepipe ships 
a pre-configured 
and cloud-enabled 
appliance to the 
client site," says 
Rodin. "Once in- 
stalled, it runs com- 
pletely automated 
in the background." 

One Storagepipe 
client is a real estate 

management firm 

that, due to regula- 
tory compliance requirements, must 
perform frequent DR drills. "Fastback 
DR greatly streamlines this process," 
Rodin says, "making these tests ef- 
fortless and cost-effective." 

Fastback DR includes a manage- 
ment console that offers central- 
ized reporting and alert features 
for complete visibility. Beyond 
that, Storagepipe's support team 
also monitors and manages these 
backups, proactively addressing and 
resolving potential issues before they 
have the chance to become a problem. 

SEE FOR YOURSELF 

To see Fastback DR in action, con- 
tact Storagepipe at 416-657-2200 for 
a live demonstration. 



Storagepipe | 416-657-2200 | www.storagepipe.com 
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Microsoft Windows Azure 

Agile, Scalable & Efficient Cloud Platform Built For Companies Of All Sizes 



Microsoft's Windows Azure is a 
highly flexible, scalable, and cus- 
tomizable cloud service that gives 
you access to large amounts of data 
storage, computing resources, and 
app development tools. Microsoft 
built Azure to meet the evolving 
needs of companies of all sizes 
that want to take advantage of 
what cloud computing has to offer 
without having to deal with high 
costs and complicated infrastruc- 
ture adjustments. Instead of pro- 
viding a strictly tiered system, 
Microsoft gives companies the op- 
tion of spinning up however many 



servers or virtual machines are nec- 
essary at any given moment, and 
only charges for the capacity that is 
actually used. 

At the center of Windows Azure 
is Microsoft's Cloud OS, which 
is designed to simplify the entire 
cloud experience for regular cloud 
users as well as newcomers to the 
technology. Azure customers al- 
ways have a choice of features in 
their specific environment and can 
decide which applications, tools, 
and levels of support they need. 
Whether you simply want access to 
cloud storage or you want to take 



full advantage of application devel- 
opment tools and more, Azure pro- 
vides multiple services and tools to 
choose from. And because Windows 
Azure delivers SLAs (service level 
agreements) of 99.95% uptime every 
month, you'll always have access to 
those Cloud OS features when you 
need them. 

DIVERSIFIED PORTFOLIO OF 
CLOUD-BASED FEATURES 

Microsoft's Windows Azure plat- 
form is comprised of a variety of fea- 
tures that go far beyond simple cloud 
storage. Not only do you have access 



Key 
Points 



In terms of uptime, 
Microsoft provides Win- 
dows Azure customers 
with 99.95% monthly 
SLAs so the platform's 
many tools and features 
are available as needed. 



Windows Azure includes 
a variety of services, rang- 
ing from simple storage, 
backup, and recovery to 
supported application 
development and testing, 
among others. 



You can choose from 
Fay as You Go, 6-month, 
and 12-month agree- 
ments, and you can take 
advantage of a free trial 
before committing to 
Windows Azure. 



With Windows Azure, you 
can expect an agile cloud 
environment that's scalable 
to your needs. And Microsoft 
provides constant support for 
companies with different levels 
of cloud experience. 
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to fast, scalable storage, but you also 
have the ability to migrate existing 
applications, build new ones, or 
even use an Azure cloud environ- 
ment as an infrastructure extension 
for your data center. Regardless of 
your specific cloud requirements, 
Windows Azure is flexible enough 
to provide the resources you need 
when you need them. 

INFRASTRUCTURE SERVICES 

If you're looking to extend be- 
yond your internal data center 
and gain access to more resources 
without having to buy more expen- 
sive servers or other equipment, 
then Microsoft's Windows Azure 
infrastructure services can provide 
the extra capabilities and perfor- 
mance you need. With Azure's in- 
frastructure services, you can run 
preexisting application in a safe 
and fast cloud environment or you 
can design apps expressly for use 
in a virtualized environment with 
full support for SharePoint and 
SQL Server. And because Windows 
Azure can scale quickly on demand 
depending on your specific needs, 
you'll only pay for the capacity and 
services that you use. 

DEVELOP & TEST 

If you choose to build apps 
within Windows Azure, you'll have 
access to a variety of development 
and testing tools that will help you 
get the best possible performance 
and functionality out of your cre- 
ations. You can spin up virtual 
machines to test applications in dif- 
ferent types of situations and envi- 
ronments, use the Windows Azure 
Virtual Network to scale out your 
applications, and decide whether 
to deploy your applications on- 
premises or in the cloud. This level 
of flexibility both in development 
and deployment will allow you 
to cut down on overall costs and 
make sure an app will perform as 
expected once it's released to your 
workforce or customers. 



WEB SERVICES 

Because Windows Azure pro- 
vides a solid infrastructure founda- 
tion, Microsoft can also provide a 
variety of services that focus on the 
Web. For instance, the applications 
you build using Azure's develop- 
ment and testing tools can then be 
put on websites that are capable of 
supporting a massive amount of re- 
quests. And as your Web traffic con- 
tinues to grow, Windows Azure will 
automatically scale to support the in- 
flux of visitors. Microsoft's Web ser- 
vices also provide access to Visual 
Studio, so you can migrate your Web 
apps to the cloud with little effort as 
well as manage any Web applica- 
tions that you build using Azure. 

MOBILE SERVICES 

Applications hosted 



Excel's Power View and PowerPivot 
features to grab information from 
multiple sources for analysis and 
management. As with Azure's other 
offerings, Hadoop clusters can be 
created in moments to help you 
analyze and gain insight into your 
data, but then you always have the 
option to close those clusters when 
you're finished. HDInsight is also 
extremely customizable, permitting 
you to choose a specific language, 
such as .NET or Java, to seamlessly 
match big data results with your es- 
tablished system. 

MEDIA SERVICES 

Customers can also use Windows 
Azure services to deliver media 
to different devices and operating 
systems. This includes the end-to- 
distribution of media 



in an Azure environ- both domestically and 



ment aren't confined 
to the Web itself. After 
you build an applica- 
tion in Azure, you can 
publish it to any mo- 
bile platform. And be- 
cause of Microsoft's 
focus on the mobile 
space, it's also quick 
and easy to deliver 
app updates to mil- 
lions of devices at once. You can 
also power those apps using a cloud 
back-end that can be spun up on vir- 
tual machines in a matter of min- 
utes. Azure's mobile services also 
provide you with the capability to 
connect your applications to social 
networking sites. Users can then 
share information via Facebook or 
Twitter and even use those social 
portals for authentication. 

BIG DATA 

Specifically for large enterprises 
that deal with big data on a regular 
basis, Azure features HDInsight, 
which is an Apache Hadoop pow- 
ered solution that helps you under- 
stand your data better using Excel. 
HDInsight takes advantage of 



A chief benefit of 
Windows Azure 

services in 
general is that 
you only pay for 
what you use. 



around the globe, with 
the ability to add or 
subtract computing re- 
sources at will to cut 
down on costs. Azure 
also offers a variety of 
DRM (digital rights 
management) features 
and storage security 
to make sure that your 
files are protected and 
encrypted throughout the upload 
process. And to help you offset 
your costs even further, Azure sup- 
ports overlays and other types of 
advertisements that can be added 
to media files. You have access to 
reports, as well, to see how many 
people are watching those advertise- 
ments and better gauge return on 
investment. 

STORAGE, BACKUP 
& RECOVERY 

In addition to providing reliable 
and cost-saving cloud-based storage 
through Azure, Microsoft also of- 
fers data protection through backups 
and recovery. Windows Azure 
takes advantage of servers housed 
in data centers across the country 
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and around the world, so if there 
is a disaster near one data center, 
your data will still be available in 
another. And because flexibility and 
scalability is such a huge part of 
Windows Azure, you always have 
the ability to downsize or scale out 
whenever you need access to more 
or less capacity. 

IDENTITY & ACCESS 
MANAGEMENT 

One aspect of the cloud that some 
businesses are wary of is in the area 
of security, which is why Microsoft 
not only provides DRM and en- 
cryption for media 
streaming and dis- 
tribution, but also 
identity and access 
management to 
make sure only ap- 
proved personnel 
have access to your 
cloud environment. 
You determine 
which employees 
are in positions 
that require access 
to the cloud, and 
you decide what 
pieces of data are 
available based on 
those employees' 
roles within the 
company. In addi- 
tion to identity and 
access management 
for security purposes, Azure makes 
it easier for employees to access the 
cloud by synchronizing your on- 
premise identities with Azure. And 
the administrator can add or delete 
identities whenever it's necessary 
using Active Directory. 

CLOUD-BASED BENEFITS 
& BEYOND 

You can expect to receive quite 
a few benefits if you use Windows 
Azure, some of which are expected 
from a cloud provider and others 
that you maybe haven't thought of. 
One such benefit focuses squarely 



on business agility, which is abso- 
lutely necessary in the worldwide 
marketplace. Azure gives you fast 
access to multiple toolsets for devel- 
oping applications, providing con- 
tent to customers, and much more. 
It's quick and easy to spin up new 
virtual machines or computing re- 
sources for certain projects and just 
as easy to spin down those resources 
when you're finished. 

In addition to speed, Azure also 
focuses heavily on efficiency. You 
might expect the cloud to save you 
money, but according to Microsoft, 
companies can see a reduction in 




Windows Azure is a highly flexible, scalable, and customizable cloud service that 
gives you access to large amounts of data storage, computing resources, and app 
development tools. Microsoft offers no-commitment Pay As You Go plans with 6- or 
12-month service agreements starting at $500 per month, as well as free trials. 



the total cost of operations for some 
workloads of up to 30 to 40% (over 
a three-year period). And because 
you only pay for the resources you 
use, you can make sure capacity al- 
ways meets your performance needs 
without wasting money and know 
exactly how much you'll need to 
spend to support your business re- 
quirements. 

But where Microsoft is really 
making a difference for potential 
customers is with support. Microsoft 
handles all of the technology, in- 
frastructure, and operational pro- 
cesses so you can focus on building 



apps and connecting with your cus- 
tomers. Windows Azure users will 
also have service level agreements 
with Microsoft that clearly dictate 
where the user responsibility be- 
gins and Microsoft's responsibility 
ends. You'll always be in control of 
your cloud environment with con- 
stant support from Microsoft and its 
Windows Azure experts. 

REGULAR IMPROVEMENTS 

Microsoft offers regular updates 
for its Windows Azure solutions. 
Recent improvements include Auto 
Scale, which lets customers increase 
or decrease ap- 
plication size as 
needed, and Cloud 
Service Auto Scale, 
which enables cus- 
tomers to call up 
additional servers 
or other resources 
to counter perfor- 
mance hits and 
improve response 
time. 

TRY IT FIRST 

Microsoft under- 
stands that some 
businesses are 
still hesitant about 
using the cloud 
and aren't sure 
whether or not 
Windows Azure 
will be a fit for their needs. That's 
why you can visit the Windows 
Azure website and sign up for a 
free trial before moving onto one 
of the flexible payment plans. You 
can sign on for a Pay As You Go 
plan with no commitment or you 
can sign up for 6- or 12-month 
service agreements that start out 
at $500 per month. You can also 
choose the level of support you re- 
quire, so small businesses that need 
some extra help have that option 
and larger enterprises with experi- 
enced staff can dive right in and get 
started with Windows Azure. 
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H Windows Azure 

Windows Azure 
For Big Data 

HDInsight & The Cloud Combine To Deliver More Control Over Your Data 



It's no secret that big data takes 
up a lot of space in your data center 
and as the influx of information con- 
tinues to grow, so does your need 
for additional storage. To help 
overcome this issue, many compa- 
nies are turning to the cloud as an 
inexpensive way to add storage ca- 
pacity without having to purchase 
additional internal resources. While 
Windows Azure is capable of han- 
dling any amount of big data a com- 
pany can throw at it, Microsoft's 
cloud platform can also help you ana- 
lyze, manage, and use that data to 
make informed decisions regarding 
your company. 

HADOOP-BASED HDINSIGHT 
IN THE CLOUD 

If you've searched online for big 
data solutions in recent months, then 
you're likely familiar with HDInsight 
Server, which is the local on-premise 
version of HDInsight that runs on 
the Hadoop infrastructure. Microsoft 
recently announced with the release 
of Windows Azure that HDInsight 
would be a part of its cloud platform, 
as well. 

Windows Azure HDInsight lets 
users sort through mounds of big 
data to gain meaning and more easily 
view results using Microsoft Excel. 
Among the benefits of HDInsight 
on the Azure platform is that you 
can spin up a Hadoop cluster in a 
matter of minutes using cloud re- 
sources rather than internal ones, and 
then close the cluster once you're fin- 
ished. You determine the size of the 



cluster and only pay for the capacity 
you need. 

HDInsight also takes over the task 
of cleaning up your big data stores 
and finding only the information you 
need for a specific task or process. 
Using Excel's PowerPivot and Power 
View technologies, you can access 
your data in real-time and perform 




analysis. HDInsight also uses crucial 
algorithms that allow it to recognize 
patterns in your data and use it to 
forecast decisions. You can then use 
that gathered information right away 
or in the future when making impor- 
tant business decisions. 

Windows Azure's big data solu- 
tion is customizable depending on 
your business needs and preferred 
programming languages, includ- 
ing Java, .NET, and others. You can 
also use SQL to build databases 
using HDInsight and Hadoop's 
Hive. You no longer have to worry 
about changing your infrastructure 
to support Hadoop or HDInsight and 
can instead gain access to those much 
needed resources instantly with 
Windows Azure. 



WINDOWS AZURE FOR BIG 
DATA IN ACTION 

Several companies are already using 
Windows Azure's big data features 
to make information gathering and 
analysis easier. For instance, Ascribe, 
a provider of health care IT solutions, 
uses Windows Azure to manage its 
large amounts of health care data 
for its customers. Ascribe decided to 
build a hybrid cloud system using 
Windows Azure HDInsight as well 
as Microsoft's SQL Server 2012 Enter- 
prise software. Using this hybrid 
cloud environment, Ascribe has been 
able to speed up the response pro- 
cess for its clients and help them gain 
better insight into their data, which 
is absolutely crucial in this industry 
where health care professionals are 
responsible for the well-being of 
their patients. 

In addition to long-term uses, 
HDInsight on Windows Azure can 
also be used for temporary situa- 
tions where additional data manage- 
ment is necessary. Microsoft's internal 
video game development company, 
343 Industries, used HDInsight to 
gather and manage data from Halo 
4 players during a five-week gaming 
tournament. While 343 Industries used 
the system to mine data, it also used 
Windows Azure and HDInsight to 
make updates throughout the tourna- 
ment and improve overall user experi- 
ence. Regardless of whether you need 
a short-term or a long-term solution, 
Windows Azure's big data features can 
scale in or out to meet your needs. 
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|j I Windows Azure 

Windows Azure 
For Mobility 

Multi-Platform Flexibility To Reach Millions Of Devices 



A COMPANY OPERATING TODAY that 

wants to be operating tomorrow 
must be able to meet the ever- 
increasing mobile desires of cus- 
tomers and partners. This includes 
an ability to quickly and easily de- 
liver apps to all mobile platforms. 
Windows Azure enables this by 
streamlining and simplifying the 
tasks related to developing and de- 
ploying mobile apps to Windows 
and other mobile platforms. 

Businesses can build mobile 
apps on Windows Azure's Virtual 
Machines (provides an on-demand, 
scalable computer infrastructure), 
Cloud Services (handles deploy- 
ment-related tasks, including provi- 
sioning, load balancing, app health 
monitoring, availability, etc.), or 
Mobile Services platforms. Further, 
Windows Azure makes scaling 
apps, to tackle greater workloads 
when traffic dictates as much, quick 
and easy without additional provi- 
sioning of infrastructure required. 

Azure's Mobile Services, which 
Microsoft recently moved from 
preview to general availability 
status, provides what's essentially 
a Backend-as-a-Service solution or 
what Microsoft states is a "turnkey 
way to structure storage, authenti- 
cate users, and send push notifica- 
tions" making it "fast and easy to 
create a mobile backend for every 
device." This process, Microsoft 
states, takes just minutes. 

Mobile Services provides devel- 
opers native SDKs (software devel- 
oper kits) for the Windows Store, 



Windows Phone, Android, and iOS 
platforms, as well as for HTML5 and 
the open REST API. With adding a 
few lines of code, a company can 
send push notifications to devices 
across those platforms whether a 
user is currently using the com- 
pany's app or not. Companies can 




also push notifications to subsets of 
users, such as a set of users living in 
a specific region. Implementing au- 
thentication abilities is also easy and 
provides companies insight con- 
cerning user identities via Twitter, 
Microsoft, Facebook, and Google 
integration. 

MOBILE SERVICES IN USE 

Making Waves, a design and 
technology consulting company in 
Norway, is one company that's taken 
advantage of Windows Azure and 
Mobile Services' flexibility, ease, 
and quickness. Recently, the com- 
pany was put in charge with helping 
Norway news organization VGTV 
attract a younger audience that's 
seeking to consume news on a dig- 
ital platform. Using Mobile Services, 



the company developed a Windows 
8 app to help discover what con- 
tent VGTV users were most inter- 
ested in subscribing to, content users 
wanted to watch later, and other 
data that VGTV didn't previously 
possess. Rather than taking on "all 
the plumbing, wires, and codes" in- 
volved, Making Waves used Mobile 
Services to do so instead, enabling it 
to focus on arriving at the end result 
it wanted to realize. 

Although VGTV had most con- 
tent-related data stored on its own 
servers, it needed a location to store 
data related to users' personal- 
ized choices. Instead of building 
its own back-end service, VGTV 
bought a service "right out of the 
box" via Mobile Services to handle 
personal authentication of VGTV 
users and send push notifications. 
Thus, when VGTV published a 
video on its site, it was pushed to 
Windows Azure's platform, which 
in turn sent a notification to users 
depending on their subscriptions. 
Beyond Windows 8, Windows 
Azure enables VGTV to provide the 
same experience to other mobile 
platforms. Making Waves spent 
roughly six weeks from when it 
began implementing personaliza- 
tion and push notification abilities 
to when the final app was available. 

Mobile Services is available in 
Free, Standard, and Premium tiers. 
The Standard and Premium Mobile 
Services tiers are backed by a 99.9% 
monthly SLA and offered on a me- 
tered basis. 
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1) I Windows Azure 

Windows Azure 
Infrastructure Services 

Pay-As-You-Go Scalable Storage, App Development Tools & More 



One of the main draws of cloud 
computing is elasticity and Win- 
dows Azure provides users with 
plenty of it. Microsoft made sure 
that its cloud platform could scale 
up or down, depending on the size 
of a business and its capacity needs, 
which is why Azure customers have 
the ability to spin up Windows 
Servers and Linux VMs (virtual ma- 
chines) in a matter of minutes to add 
extra capacity when needed. You can 
scale up at will when you need addi- 
tional resources and scale down once 
a project is completed or your storage 
requirements change. What's more, 
Azure uses a pay-as-you-go pricing 
model, so you only pay for the ca- 
pacity you use at any given time. 

In addition to using Windows 
Azure as a standalone cloud en- 
vironment, you can also use it as 
an extension of your internal infra- 
structure. Azure utilizes Microsoft 
System Center, Active Directory, 
and Visual Studio, so you can use 
customized images from inside 
Azure or start with your own im- 
ages as a foundation. The key to 
Windows Azure is that users can 
match up their internal resources 
with Microsoft's cloud resources to 
add more capacity when necessary 
without having to worry about con- 
version, which makes the experience 
more seamless and fluid. 

APPLICATION DEVELOPMENT 
& IDENTITY MANAGEMENT 

Along with cloud storage, Win- 
dows Azure also meets many other 



infrastructure needs for enterprises 
and data centers. The platform is 
scalable, which means that internal 
app developers can spin up VMs 
and other cloud resources to test 
applications in a variety of settings 
before releasing them to their work- 
force or to the public. You can also 




move apps between the cloud and 
on-premises quickly. In addition to 
using Azure to build apps, you can 
also use its existing lineup of appli- 
cations or bring in your own preex- 
isting apps. By combining a variety 
of applications within the service, 
you can get the perfect balance and 
make sure your employees and cus- 
tomers have access to everything 
they need. 

Windows Azure also supports the 
SQL Server, which means you can 
test applications within that envi- 
ronment, as well. Microsoft built the 
infrastructure so you can use it as a 
hybrid system as well for business 
continuity. For instance, you can use 
SQL Server AlwaysOn for your main 
on-premise databases but also store 
some secondary, less mission-critical 



databases in the cloud to free up in- 
ternal resources. This is not only a 
benefit for app development, but also 
for long-term business performance. 

For access and identity manage- 
ment purposes, Windows Azure has 
a single sign-on feature, so users can 
sign into the cloud using their on- 
premises identification information. 
This means that if you move an ap- 
plication to the cloud, the user will 
still have access with the same ID 
using Active Directory. 

TAKING ADVANTAGE OF 
WINDOWS AZURE'S 
INFRASTRUCTURE SERVICES 

Windows Azure also takes full 
advantage of Microsoft SharePoint, 
which is exactly what the Telenor 
Group, a telecommunications com- 
pany in Norway, needed from the 
service. Telenor controlled multiple 
outside business groups using one 
central management location, which 
was aided by the use of SharePoint 
2007. But when the group wanted 
to move to 2013, they knew they 
would need to test it out first be- 
fore deployment. 

Rather than invest new equip- 
ment, Telenor used Azure to spin 
up virtual machines when needed 
for testing purposes and was able 
to deploy its overall SharePoint 
2013 system more quickly. By using 
SharePoint 2013 in the Azure cloud 
environment, the company was able 
to cut down on internal equipment 
costs and improve speed and perfor- 
mance, as well. 
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1 I Windows Azure 

Windows Azure 

For Identity Management 

Single Sign-On, Multi-Factor Authentication & More 



AN IDENTITY HUB IN THE CLOUD. 

That's how Microsoft fittingly de- 
scribes Windows Azure AD (Active 
Directory), a cloud-based identity 
and access management platform 
that enables companies to imple- 
ment a single sign-on experience 
for all employees while enhancing 
security of company data and sim- 
plifying access to and control of 
Microsoft online services and other 
cloud applications. 

Windows Azure AD companies 
acquire a service that spans Win- 
dows Azure, Microsoft Office 365, 
Dynamics CRM Online, Windows 
Intune, and third-party cloud ser- 
vices. Microsoft may best describe 
Windows Azure AD by stating how 
much Active Directory is available 
to Windows Server OS customers 
for on-premises identity manage- 
ment. The AD platform is available 
through Windows Azure for cloud- 
based identity management. 

Beyond using Windows Azure 
AD as a standalone cloud directory, 
companies can integrate existing 
on-premises AD implementations 
into the cloud-based implementa- 
tion complete with single sign-on 
and directory syncing (automatically 
reproduce on-premises user-related 
changes to Windows Azure AD, for 
example) abilities. Companies can 
also integrate enterprise applications 
with Windows Azure AD, which 
among other things Microsoft states 
enables SaaS (software as a service) 
providers to simplify authenticating 
users to those services. 



In July, Microsoft announced 
several new application access en- 
hancements available in preview 
for Windows Azure AD, including 
single sign-on abilities for more 
than 45 preinstalled SaaS apps, 
which include Microsoft Office 
365, Box.com, Concur, DropBox, 




and Gmail. Enabling or removing 
access to these applications is made 
easy using a Windows Azure Man- 
agement Portal. Users, meanwhile, 
can launch applications hosted in 
the cloud from one Web page while 
managers can access various secu- 
rity reports to help prevent unau- 
thorized access to apps and identify 
potentially alarming access patterns 
to applications. 

Elsewhere, Windows Azure AD 
Active Authentication helps enhance 
the security of a company's data and 
applications (including Windows 
Azure, Microsoft online services, and 
third-party cloud services) and ad- 
dress regulatory requirements via 
multifactor authentication capabil- 
ities. Thus, companies can require 
that their employees, customers, and 



partners provide existing credentials 
plus an additional form of authen- 
tication (such as a phone call, text, 
mobile app, or one-time password) 
that the user selects. 

Among companies that have 
prospered from Windows Azure 
AD is CaptiveLogix, a custom soft- 
ware development and consulting 
provider that recently was invited 
to joined the Windows Azure Circle, 
a group of global partners that have 
shown a commitment and exper- 
tise on the Windows Azure plat- 
form. As a small consulting shop, 
CaptiveLogix has been able to use 
Windows Azure to compete with 
larger competitors by obtaining an 
equal platform from which to op- 
erate from. 

CaptiveLogix has specifically used 
Windows Azure Active Directory as 
part of a project aimed at improving 
the efficiency of a series of pedi- 
atric clinics located across Canada. 
Rather than focusing primarily on 
the core business of taking care of 
children, CaptiveLogix stated, users 
spent significant time signing into 
and managing different services, as 
well as learning to use new tech- 
nologies. Upon moving the clinics to 
Microsoft Office 365, CaptiveLogix 
was able to create a portal where 
users could better manage various 
services, conduct all of their day-to- 
day operations, and communicate 
and collaborate with single sign-on 
ease. The shift resulted in enhanced 
efficiency and more successful busi- 
ness operations. 
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Windows Azure 
For The Web 

Develop & Deploy Websites & Web Apps For The Cloud 



what if there was a way to enable 
your business' development team 
to devote the majority of its focus 
on creating and publishing Web 
apps vs. non-development aspects 
of building apps, including hosting, 
availability, security, and infrastruc- 
ture concerns? Microsoft's Windows 
Azure enables such ability by pro- 
viding companies Web Sites, Cloud 
Services, and Virtual Machines foun- 
dations and data management, stor- 
age, messaging, and other services 
on which to create apps. 

Essentially, Windows Azure serves 
as a one-stop, cloud-based landing 
place where businesses can acquire 
the building blocks needed to build, 
deploy, and scale secure websites 
and Web apps. While the Virtual Ma- 
chines service provides an on-demand, 
highly scalable computing infrastruc- 
ture, Cloud Services addresses provi- 
sioning, load balancing, health mon- 
itoring, continuous availability, and 
other aspects of app-deployment. 

Windows Azure Web Sites ser- 
vice, meanwhile, is billed as the 
fastest way to build, scale, and man- 
age business-grade Web apps. In 
late June, Microsoft released the 
Web Sites Standard and Free tiers 
for general availability and now 
backs the Standard version with a 
99.9% monthly SLA (Service-Level 
Agreement). Additionally, the Stan- 
dard tier now includes SSL (Secure 
Sockets Layer) support (SNI or IP- 
based SSL), the ability to scale 
up or scale down individual web- 
sites, additional site debugging and 



diagnostics abilities, and access to 
enhanced memory and compute abili- 
ties via support for 64-bit processes. 
(Full Web Sites pricing details avail- 
able at the Windows Azure website.) 

In short, Windows Azure enables 
running websites and web apps on 
Microsoft's global data center net- 




work (meaning guaranteed SLAs and 
all day, everyday support). Businesses 
can use their existing development 
tools but can choose from various 
deployment options (DropBox, Git, 
FTP, etc.); connect apps to pro- 
vided data solutions available in the 
Windows Azure Store (SQL, MySQL, 
noSQL, etc.); use open-source ap- 
plications (WordPress, Drupal, etc.), 
frameworks (ASP.NET, Python, etc.), 
and templates available in the App 
Gallery; scale websites quickly and 
easily; and more. Notably, devel- 
opers can use ASP.NET to build new 
or deploy existing Web apps (with 
little or no code changes required) 
to Windows Azure from within Vi- 
sual Studio. 

Among companies that have used 
Windows Azure's website and app 



tools is Mural. ly, a startup that pro- 
vides team members or group of in- 
dividuals a Web-based presentation 
platform to collaborate on various 
projects in a visual manner using 
videos, photos, and other multimedia 
content they acquire from across 
the Web. Using Windows Azure to 
run its core services and infrastruc- 
ture, Mural. ly has benefited from 
Windows Azure's speed and contin- 
uous integration support to handle 
roughly 15 to 20 deployments daily. 

Australian-based retail group 
Harvey Norman has also taken 
advantage of Windows Azure's 
Web tools to better position itself. 
Specifically, when the company 
wanted to quickly launch a deal-of- 
the-day retail website, it deployed 
it on the Windows Azure platform 
to help reduce capital expenditures 
and avoid such potential risks as 
over- or underestimating the amount 
of Web traffic the site would garner 
and over- or under-provisioning in- 
frastructure needs and potentially 
wasting millions of dollars. 

"With Azure, we could quickly in- 
crease or decrease the cloud-based 
server infrastructure in direct re- 
sponse to customer demand, which 
gave us the flexibility we needed," 
the company stated. Commissioning 
extra server capacity took the com- 
pany only minutes, and those servers 
were running shortly after. Using 
Windows Azure, Harvey Norman 
launched its deal-of-the-day site 
within eight weeks, meeting the 
timeline it set. 
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Who Needs A CDO? 

Why More Companies Are Naming Chief Data Officers 



Most of us comprehend the gen- 
eral range of responsibilities asso- 
ciated with a company's highest- 
profile C-level executives — the CEO, 
CMO, CFO, CTO, CIO, etc. A gener- 
al lack of awareness concerning the 
position of CDO (chief data offi- 
cer), however is understandable con- 
sidering the title is relatively new 
and that, to date, few companies 
have actually assigned someone to 
the role. Ben Woo, managing di- 
rector of research firm Neuralytix 
( www.neuralytix.com ), estimates that 
only 1% of U.S. companies have 
created a CDO position and hired 



someone to assume the responsibili- 
ties attached to the role. 

Although few CDOs are currently 
in place, all indications strongly sug- 
gest that a great many more compa- 
nies will name CDOs in the coming 
years. Why? Plain and simple, the 
answer is data. Never has there been 
such a time as now, when companies 
have generated, gathered, and been 
responsible for so much data. And, 
due to the depth and massive quanti- 
ties of that data, there has never been 
a time when data has been as po- 
tentially valuable to businesses. For 
these reasons, the CDO is likely to 



become increasingly more common, 
prominent, and vital within a sizable 
segment of businesses. 

THECDO'S ROLE 

In a white paper titled " Chief Data 
Officer: New Seat in the C-Suite," 
Deloitte Consulting's ( www.deloitte.com ) 
Rich Cohen, principal, and Ara Gopal, 
manager, explore why enterprises 
need a CDO and how to make the po- 
sition impactful. In the paper, Cohen 
and Gopal reason that while most 
companies and leaders know data is 
an important asset and invest in re- 
sources to execute data initiatives, few 



Key 
Points 



The CDO (chief data 
officer) is an emerging 
position within some 
businesses as the volume 
of the data collected and 
stored becomes increas- 
ingly difficult to manage. 



A CDO works to under- 
stand the data the com- 
pany collects, how to 
protect that information, 
who should have access 
to the data, and how to 
derive value from it. 



CDO's have surfaced 
due to the complexity 
of the data companies 
are collecting and the 
desire to use analytics 
on that data to drive 
business streams. 



The CDO is often confused 
with the CIO, a position 
that generally focuses on 
the infrastructure used to 
gather and store data vs. 
developing business strat- 
egies from the data. 
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'The CDO does not necessarily need to be 
a practitioner, but someone who can ask 
the 'What if?' questions related to busi- 
ness value, innovation, and strategy/' 



managing director of research, Neuralytix 



actually manage data with the same 
diligence and commitment that are 
devoted to other enterprise assets such 
as finances, facilities, IP (intellectual 
property), and money. Although the 
chief executives heading up those as- 
sets are empowered to make decisions 
concerning their respective resources, 
"in most organizations, data assets 
do not get this level of attention/' 
Cohen and Gopal write. Hence, com- 
panies can suffer from a lack of stra- 
tegic management concerning the vast 
wealth of data they're collecting. Enter 
the CDO. 

Although explanations of what a 
CDO does differ depending on the 
source, essentially a CDO ensures 
that the company is realizing value 
from the data it's amassing and 
maintaining. This includes bringing 
together various business units to 
establish a company-wide focus on 
data. Often referred to as a "steward 
for data/' a CDO makes certain that 
the right data is being gathered and 
managed properly; identifies risks to 
that data; implements the means to 
better analyze the data; and assists 
in developing business-wide strate- 
gies, new opportunities, and priori- 
ties using the information extracted 
from the data. 

Cohen believes the CDO role has 
come about due to a current uptake 
in how businesses are using analytics 



and the ability that using analytics 
provides to drive business. In short, 
Cohen says, "it becomes clear there 
should be somebody who under- 
stands and who owns the asset" 
of data. "People rely on these num- 
bers. They rely on the consistency. 
They rely on the definition. They rely 
on the common use throughout the 



business," he says. "I think a lot of 
companies are recognizing that the 
data asset and the information asset 
[are things that] they should have 
a much different governing struc- 
ture around then they have had in 
the past." 

ACROSS-FUNCTIONAL 
APPROACH 

Companies considering a CDO 
likely want to know what makes the 
position different from that of a CIO. 
While a CIO is generally concerned 
with the infrastructure that's used 
to collect and manage data, the CDO 
is concerned with how that data can 
meet business requirements. 

Cohen says "the CIO runs the 
utility" while the CDO "runs the data 
that goes under the utility. There's a 
much different focus." In other words, 
while a CIO is generally concerned 
with information systems — the infra- 
structure that's used to collect and 
manage data — the CDO is concerned 



with how that data can meet busi- 
ness requirements. 

Within some companies, the no- 
tion that the CIO and CDO are doing 
the same thing is probably right, 
Cohen says, because the CIO may be 
trying to look at data in a business 
sense. However, the CIO oversees a 
staff that might not have overarching 



business goals as a primary focus. 
"That in some ways could be how the 
process is failing in some companies, 
because they don't have a CDO or 
CAO [chief analytic officer]," Cohen 
says. "They don't have someone like 
[a CDO] at the table to interface with 
the business [and] figure out when 
and what they need. The CIO is re- 
ally out there dealing with how to get 
data from the end user and the ap- 
plications — both transactionally and 
operationally — that they need to have 
in the business." 

Woo says a CDO should be fo- 
cused on understanding the data a 
company is collecting, how the data 
is protected, and who gets access to 
the data. "Arguably, the CDO would 
have indirect reports from all busi- 
ness functions and coordinate the 
data /information needs of each func- 
tion with IT to accelerate time to 
value," he says. 

Businesses are clearly collecting 
more data, sometimes due to compli- 
ance requirements and often simply 
because it's now possible to do so, 
thanks largely to cheaper and more 
capacious storage options. Partly be- 
cause of the sheer volume of data con- 
cerned, and partly due to that data's 
increased complexity, managing it in 
some cases has surpassed the capabil- 
ities of the CIO. And now businesses 
are seeking to derive more value from 
their data. Woo says, "Data has be- 
come the fundamental currency for 
innovation. Too many IT profes- 
sionals have been focused on infra- 
structure rather than information or 
data." CDOs, he says, are really chief 
innovation officers that must "look 
to create value from the vast amount 



A CDO should be focused on understanding the 
data a company is collecting, how the data is 
protected, and who gets access to the data. 
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"It's someone who is the equivalent to 
the rest of the business general managers 
and helping them figure exactly what they 
need from an analytic or data perspective 
to run their business/' 



Rich Cohen 

principal, Deloitte Consulting 



of data that organizations are being 
forced to collect and maintain either 
for historical, sentimental, or more 
likely, regulatory reasons/' 

Cohen says many companies cur- 
rently incorporate CDO-like respon- 
sibilities into IT department tasks, but 
the CDO is "really a business intel- 
ligence role." Although companies are 
aware that data is a valuable asset in 
terms of sales and marketing, supply 
chains, human resources, etc., Cohen 
explains that data "is very much func- 
tionally ran." Viewing data in a cross- 
functional approach, he says, "can 
likely be the next big key — looking at 
all these numbers and coming up with 
hypotheses and strategies for the busi- 
ness overall." In other words, busi- 
nesses must address how they view 
data in terms of being a work stream 
or go-to market process. 

WHEN TO CREATE A CDO 

Financial institutions, health care or- 
ganizations, and governmental agen- 
cies are generally considered the 
pioneers where naming a CDO is 
concerned. Woo says a company typi- 
cally arrives at the point where it will 
consider naming a CDO when it's 
"competitively challenged, because a 
competitor has leveraged its data better 
than another." 

In general, Cohen says, medical in- 
stitutions are "pioneering a lot from 
the aspect of big data" but cable, tele- 
phone, and telecommunications have 
been using data for years for purposes 
directed at customers and customer- 
retention. "I think the biggest use 
cases [for data] right now are around 
customers — a 360-degree view of the 
customer, helping companies under- 
stand the customer, who the customer 
is," Cohen says. In health care, for ex- 
ample, outcome analysis, or the ability 



to drive better performance and out- 
comes, is big, he says, while companies 
such as airlines are focusing on profit- 
ability and what routes and pricing 
models customers are using heavily. 
"These are companies starting to use 
analytics to help run the business, 
but they may not necessarily have a 
CDO," he says. 

Although there's a definite up- 
swing in terms of companies giving 
attention to and actually hiring CDOs, 
Woo doesn't believe every company 
will eventually have a CDO. "A CDO 
should be what a CIO should do," he 
says. "I am very critical of the IT func- 
tion in an organization. Too many CIOs 
are Chief Infrastructure Officers rather 
than a Chief Info Officer. If CIOs truly 
delivered information services, then a 
CDO isn't really a needed position." 

That said, companies planning to 
create the position should seek out 
candidates with people, business, and 
strategy skills, Woo says. "The CDO 
does not necessarily need to be a prac- 
titioner, but someone who can ask the 
'What if?' questions related to business 
value, innovation, and strategy," he 
says. Arguably, the CDO would sub- 
sume many of the ideal duties of the 
CIO, he says. 

CHAIN OF COMMAND 

Exactly how a company should go 
about creating the position of CDO 



can be tricky, primarily because so 
few companies have done so and in- 
formation and examples related to 
the process are fairly limited. Even 
agreeing where the CDO should fall 
within a company's management hi- 
erarchy can differ dramatically de- 
pending on the source. 

In terms of hierarchy, the CDO 
should serve on the same level as 
a company's other general man- 
agers, Cohen says. The CDO should 
help them determine "exactly what 
they need from an analytic or data 
perspective to run their business. 
It's sitting at that table with them 
and helping drive those strategic 
decisions. In some ways, this per- 
son really is in charge, if you think 
of it as a CEO around analytics 
and providing that capability to 
the company." 

Ultimately, Cohen still character- 
izes the position of CDO as "emerg- 
ing" and "nowhere near mature yet." 
Most companies, he says, "haven't 
even thought about this role yet. 
They have it embedded into sort of 
a governance role around data man- 
agement. We're talking about elevat- 
ing that role," he says. Cohen does 
expect, however, that in the coming 
two to four years more CDO-like roles 
will appear within organizations, 
although companies won't "just call 
them the data manager." 



Exactly how a company should go about creating the position of CDO can 
be tricky, primarily because so few companies have done so and information 
and examples related to the process are fairly limited. 
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The B YON Trend 

Do The Benefits Outweigh The Risks? 



Countless articles, surveys, and re- 
ports have been dedicated to the secu- 
rity- and data-related headaches and 
worries that the BYOD (bring your 
own device) trend has introduced to 
companies and IT departments spe- 
cifically. Take, for example, these two 
separate statistics from Gartner ( www 
.gartner.com ) that, depending on how 
deeply your security responsibilities 
run within your company, you could 
find very frightening. First, Gartner 
predicts that through 2014 malware 
will find its way on to employee- 
owned devices at more than twice 
the rate as corporate-owned devices. 



Second, Gartner predicts that by 2018, 
70% of mobile pros will conduct work 
on personal smart devices. 

If BYOD concerns weren't enough, 
companies now have the added 
burden of dealing with BYON (bring 
your own network), an emerging 
trend in which employees are creating 
personal mobile hotspots both while 
on the road and in the workplace. 
Many experts are declaring BYON 
more problematic than BYOD due to 
the potential jeopardy it places the 
corporate network in. Conversely, 
however, others claim BYON's ben- 
efits outweigh the risks, pointing to 



existing tools that can mitigate the 
danger. The following explores the 
topic. 

BYON EMERGES 

To be accurate, BYON isn't ex- 
actly new. Employees have been con- 
necting corporate-owned notebooks 
to access points in hotels, cafes, air- 
ports, and other locations for years. 
What has changed of late is the 
number of employees doing so and 
the vastly greater number of devices 
now involved, primarily due to the 
prevalence of smartphones and tab- 
lets among employees. 



Key 
Points 



Some experts believe 
that BYON (bring your 
own network) poses 
more concerns for 
companies than BYOD 
(bring your own device) 
posed previously. 



BYON is particularly 
raising concerns where 
employees are creating 
personal mobile net- 
works at work, putting 
the corporate network in 
jeopardy. 



Various solutions 
and technologies that 
tunnel and encrypt 
Internet traffic from 
devices to the company 
network can mitigate 
BYON risks. 



Some experts advise that 
companies should take the 
position that any endpoint 
device should be viewed as a 
risk to be secured, regardless 
of what network (corporate or 
personal) it is connected to. 
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"[The BYON] problem or the security issues 

aren't quite what you might expect I'd 

say that BYOD is far more problematic/' 

Philip Clarke 

senior research analyst, Nemertes 




"Really, the key is if you're going to access 
anything behind the firewall internal to 
the organization, you're going to want to 
secure it with a VPN." 



Mark Tauschek 

lead research analyst, Info-Tech Research Group 



Nearly all smartphones and tablets 
with cellular abilities, for example, can 
function as personal wireless hotspots. 
Additionally, employees are now 
using portable "mi-fi" (personal Wi- 
Fi) devices to create private mobile 
wireless networks that other devices 
can also connect with. In one theo- 
retical scenario, an employee could 
use a mi-fi device in the workplace 
to create a private wireless network, 
then connect to that network with a 
tablet on which he uses a corporate 
app or syncs company data to a public 
cloud service. Although the security 
and data concerns of such a scenario 
are fairly obvious, some BYON usage 
scenarios are less risky and can prove 
productive, particularly if a company 
has tools (an MDM [mobile device 
management] suite, for example), 
and security (VPN [virtual private 
network], encryption, etc.) in place to 
mitigate risks. 

Philip Clarke, senior research ana- 
lyst with Nemertes ( www. nemertes 
.com ), says there are in fact numerous 
tools available and "companies really 
need to adopt these tools anyway" due 
to the strong presence of employee- 
owned iOS and Android devices in 
the workplace. Companies can't really 
lock down these devices, he says, with 
traditional enterprise desktop tools. 
"Companies are adopting these tools 
anyway, so it provides them the capa- 
bility to lock down these endpoints," 
Clarke says. "Really, what companies 
are worried about is data loss, so these 
tools allow companies to lock the data 
loss piece of the pie." 

BYON CONCERNS 

An example of where BYON could 
potentially pose risks is when em- 
ployees use global Wi-Fi hotspot ser- 
vices. Specifically, when logging on to 
an access point that a service has ag- 
gregated through partnerships, Clarke 
says, "the actual security of the access 
point is somewhat up in the air" in 
terms of whether there is some level 
of encryption in place. Typically, he 
says, these services do add layers of 



security (VPN, encrypted tunneling, 
etc.), and there has been a recent 
focus, particularly among information 
security professionals, to take steps to 
mitigate risks due to push-back from 
some companies. 

Where BYON relates to cellular con- 
nectivity and employees using a device 
to create a personal network, Clarke 
says, this is "inherently almost always 
more secure because cellular is gener- 
ally more secure" and the "devices are 
almost always set up by default with 
really strong encryption." 

Mark Tauschek, lead research ana- 
lyst with Info-Tech Research Group 
( www.infotech.com ), agrees there are 
BYON-related scenarios both very 
risky and much less so. The big risk 
is when an employee is bringing an 
access point into the workplace and 
actually connecting to the corporate 
network, he says, which is something 
"you don't want to happen." He adds 
that if you're "building your wireless 
network right, you shouldn't have to 
worry about this anyway, but don't let 
people bring their own wireless access 
point in and plug it into a jack on the 
wall. That's a very bad thing." 

Tauschek says it is likely most 
companies will have apps and data 
residing behind a firewall or secured 
SaaS (software as a service) or applica- 
tion environment in which users are 
authenticated and traffic encrypted. 



"Really, the key is if you're going to 
access anything behind the firewall in- 
ternal to the organization, you're going 
to want to secure it with a VPN," he 
says, which could be done via tun- 
neled VPN from the device to the data 
center. Increasingly on the mobile side, 
he says, this is being done per app or 
micro VPN where an application ac- 
cessing corporate data establishes a 
VPN connection just for that applica- 
tion. "That's happening increasingly 
with app wrapping within enter- 
prise mobility and MDM solutions," 
Tauschek says. App wrapping allows 
administrators to apply policy-related 
capabilities such as user authentication 
and file sharing to an app without oth- 
erwise affecting the app's functionality. 

Companies should also not allow 
traffic to be bridged, Tauschek says. 
For example, don't let employees con- 
nect to personal hotspots and the cor- 
porate network simultaneously unless 
through a VPN. "So if I'm sitting at 
my laptop and I've got a blue wire 
connected and I decide to fire up my 
personal hotspot for whatever reason, 
you don't want to allow that split-tun- 
neling," he says. Also be wary of em- 
ployees creating rogue access points 
and plugging them into the corporate 
network with open and unencrypted 
connections that others could connect 
to. "On the BYON side, that's a bigger 
concern. You're not going to have the 
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" Assume that the underlying network 
isn't trusted, and you'll be in a better 
posture no matter where the user is." 

David Willis 

vice president and distinguished analyst, Gartner 



same concern with a personal hotspot 
or connection from home because 
that's not natively connected to the cor- 
porate network/' he says. 

RISK VS. BENEFITS 

Clarke, who heads up Nemertes' 
mobile devices and services tracks, 
downplays the idea that BYON is more 
worrisome than BYOD. According to 
benchmarking and interviews Nemertes 
has conducted involving small, mid- 
sized, and "massive" companies about 
their wireless and mobile devices initia- 
tives, no company has raised BYON 
as being a security issue or something 
the company is worried about. "I'd say 
that the [BYON] problem or the secu- 
rity issues aren't quite what you might 
expect," he says. "They're not as bad 
as some of the articles I've seen on the 
Internet allude to. I'd say that BYOD is 
far more problematic." 

From a productivity perspective 
alone, BYON can prove beneficial, 
Clarke says. Without wireless access, he 
says, many modern employees would 
have access to few tools in the field, in- 
cluding SaaS or cloud-based applica- 
tions. "If I didn't have wireless, basically 
not only would I not have any enhanced 
productivity, I would have no produc- 
tivity," he says. 

According to Nemertes' bench- 
marking research, Clarke says, 100% 
of companies are using SaaS in some 
capacity, "so at least one tool within any 
company would be unusable across the 
board for people who weren't able to 
use BYON." Within the office, he says, 
BYON can prove beneficial in a smaller 
field office or an office where 4G LTE 
(Long Term Evolution) cellular or even 
3G access would enable employees to 
do the majority of their work. 

Tauschek says while he doesn't per- 
sonally use a mi-fi or similar device 
while on the road, his smartphone 
does turn into a hotspot. "So when 
we talk about personal hotspots in 
terms of a device, it's really not a de- 
vice, it's your smartphone, which 
pretty much everyone has now," he 
says. "From a productivity perspective 



it's almost indispensable because you 
can be productive anywhere there is 
cellular connectivity." 

BYON is also beneficial in a business 
continuity sense. Tauschek cites an ex- 
ample of a university that factors BYON 
into its business continuity planning in 
terms of providing key staff members 
with mi-fi devices they can use to re- 
main productive in the event that net- 
work connectivity goes down. "I think 
there are all kind of benefits, and in fact, 
I'd say from the cellular hotspot side, 
there's less risk as long as it's secured 
with a password, and as long as the 
mi-fi or personal hotspot isn't wide 
open to anyone to connect to because 
it's not connected to the corporate net- 
work natively." 

CONTROL BYON 

One starting point for addressing 
BYON is gaining a clear understanding 
of how employees are accessing com- 
pany data, tools, and other resources, 
and understanding how employees 
are using corporate devices to access 
personal and cloud resources in order 
to know what risks the company is 
dealing with. Some experts suggest 
that rather than focusing primarily on 
devices, companies focus primarily on 
protecting data. For example, IT should 
assume endpoints are always com- 
promised, and whether an employee 
is using a mi-fi device, public hotspot, 
or company access point, every device 
poses a threat. 

David Willis, vice president and dis- 
tinguished analyst with Gartner, recom- 
mends organizations start with a good 
remote access management strategy that 
includes appropriate security controls. 
"The personal hotspot threat shouldn't 
be radically different from the use of 



home Wi-Fi or a hotspot in a coffee 
shop," he says. "Assume that the under- 
lying network isn't trusted, and you'll 
be in a better posture no matter where 
the user is." Many tools are available, 
he says. "You can use strong authentica- 
tion methods, encourage better Wi-Fi 
security to the access point, and overlay 
every remote connection with VPNs." 

Many companies are already using 
MDM tools to lock down endpoints, 
Clarke says. "There are a lot of data 
leakage protection or data loss preven- 
tion tools included in almost every 
MDM suite today," he says. Nemertes 
is finding that an increasing number 
of companies are using network-based 
MDM, which controls how data tra- 
verses corporate networks and how de- 
vices connect out to the wider LAN. If 
a device makes a request for data over 
what appears to be an insecure or non- 
secure network, Clarke says, tools force 
a VPN connection on the end user, "so 
the end user is tunneled to the Internet." 

Beyond BYON, Clarke says, network- 
based MDM also controls BYOD. "It's 
more of a hands-off approach to MDM. 
Software-based MDM, he says, requires 
a client on the device, which can pose 
some difficulty from a provisioning per- 
spective. Network-based MDM tools, 
however, force the VPN connection. 
Ultimately, he says, tools exist in soft- 
ware-based MDM and network-based 
MDM to mitigate risks. 

Other than security, Willis says, the 
biggest challenge with BYON is cost 
management. "Users have no idea how 
much network capacity an application 
uses. They get lazy and forget what ap- 
plications are running over their net- 
work. If a personal hotspot network 
connection is metered, they can easily 
run over their service plan." 
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What Is CEBP? 

Integrate Communications Applications To Improve Productivity & Efficiency 



CEBP (communication-enabled busi- 
ness process) aims to bring together 
email, phones, instant messaging, so- 
cial networking, and any other form of 
communication on the same network. 
In essence, CEBP integrates your com- 
munication infrastructure with your 
business processes in a way that im- 
proves efficiency and lessens the effects 
of human latency. 

"CEBP reduces the delays inherent 
when a business problem or oppor- 
tunity requires human intervention, " 
says Art Schoeller, principal analyst at 
Forrester Research ( www.forrester.com ). 
"When you connect the business event 
to a communications system that is 
aware of the availability of key people, 
you can improve the speed and ef- 
fectiveness of the processes related to 
that event." 

The possibilities and potential 
for CEBP are essentially endless, de- 
pending on how you decide to use it 



for your specific business purposes. But 
CEBP isn't a one-size-fits-all approach. 
In fact, there are multiple versions of the 
technology that have varying feature- 
sets and different use cases. So, before 
you decide to adopt a CEBP solution, 
make sure you choose the setup that is 
right for your company and employees. 

FIVE LEVELS OF CEBP 

According to Info-Tech Research 
Group ( www.infotech.com ), a CEBP de- 
ployment has five distinct levels. The 
idea is to start at level one and move 
up to subsequent levels as your CEBP 
needs change. James McCloskey, se- 
nior research analyst with Info-Tech, 
says the first level of CEBP only re- 
quires that companies have a con- 
verged network where IP telephony, 
QoS (quality of service), and maybe 
some video conferencing are on the 
same network. Many companies al- 
ready have this type of network in 



place. To reach the second level of 
CEBP, you simply enhance the toolset 
you already have in place by bringing 
in more applications and placing them 
on that same converged network. For 
instance, McCloskey says, you may 
add "desktop voice, instant messaging, 
video- and Web conferencing, desktop 
chat, and other disparate pieces of IP 
communications technology that all 
ride on the same network." 

The third level is where you'll begin 
to use these separate applications to- 
gether to speed up the communication 
process and improve overall produc- 
tivity, which is where UC (unified 
communications) come into play. The 
goal is to provide consistent presence 
information across multiple endpoints, 
including desktops, laptops, tablets, 
and smartphones. "You get to this 
idea of unified interface where people 
are using these tools in a consistent 
way throughout the organization and 
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"When you connect the business event 
to a communications system that is aware 
of the availability of key people, you can 
improve the speed and effectiveness of the 
processes related to that event." 

Art Schoeller 

principal analyst, Forrester Research 

"[When you leave your desk and attend] 
a meeting, it's synced up already with the 
network. You can take some notes and 
those notes will go to all the same places as 
if you were at your desk." 



they know they can rely on it," says 
McCloskey. You can check someone's 
status and feel confident knowing 
whether he is available. 

It is at this third level that compa- 
nies will see improvements in busi- 
ness efficiency because "instead of 
picking up the phone and leaving 
messages, you're able to contact indi- 
viduals via their preferred method at 
a given moment/' McCloskey says. 
He adds that this is also the level at 
which"most organizations can get a 
pretty significant benefit" from imple- 
menting CEBP; moving on to a higher 
level may not be necessary depending 
on your company needs. 

Level four introduces full integra- 
tion of UC toolsets into a company's 
"productivity applications, business 
apps, customer service, and contact 
center," says McCloskey. This is the 
stage where you can be working on 
a Word document or spreadsheet, 
realize you need clarification on a 
certain fact or figure, and then con- 
tact someone "immediately, without 
leaving Excel," he explains. 

In a similar fashion, this level 
can improve a company's overall 
customer service. For instance, if a 
representative is on the phone with 
a customer, he can view his col- 
league's status regardless of where 
she is currently located or what 
device she is using. "If you look at 
enterprise content management sys- 
tems or process workflows, that's 
where being able to reach out and 
find the available subject matter ex- 
pert reduces the cycle time or lag 
associated with asynchronous com- 
munication," says McCloskey. 

The fifth level is unique in that you 
are "fully optimizing some of your 
business workflows using commu- 
nication tools," says McCloskey. To 
explain further, he uses an example 
of a manufacturing company and its 
production floor. In the past companies 
had to create their own alert systems, 
but through the use of CEBP, they can 
now set up automatic alerts. The CEBP 
system can use the UC infrastructure 



to pinpoint the exact person to contact. 
At that point, McCloskey explains, you 
can set up a "dynamic collaboration 
space, so you can get people to join in 
and effectively collaborate on whatever 
the problem is." 

EXAMPLES OF POTENTIAL 
CEBP USE CASES 

As you determine which stage of 
CEBP is the best fit for your specific 
needs, you should consider potential 
use cases for CEBP in your organiza- 
tion. In addition to McCloskey's man- 
ufacturing floor example, there are 
many other potential uses, as well. For 
instance, a popular fitness franchise 
with 370 clubs throughout the U.S. 
uses CEBP to locate managers when 
administrator-only changes need to 
be made at certain facilities, according 
to Bern Elliot, vice president and dis- 
tinguished analyst at Gartner ( www 
.gartner.com ). The application uses the 
activated GPS on a manager's phone 
to pinpoint his exact location and de- 
termine whether that individual is the 
best person to address the issue. 

This franchise also uses CEBP to 
schedule replacements in case of 
trainer illness or unavailability. "This 
scheduling application notices that it's 



Bern Elliot 

vice president and distinguished analyst, Gartner 



within a certain time of a class and a 
substitute is needed because someone 
has called in a cancellation or has gone 
online into the scheduling app and 
said they're not available," Elliot ex- 
plains. "The manger gets this pop-up, 
which is an app executed within the 
program that gives him the order in 
which he should call [substitutes]. If 
he clicks on call and talks to them, he 
can conclude the call by saying they 
are available or unavailable as a sub- 
stitute, or he can call someone else." 

In another instance, CEBP is as 
a system that "monitors the health of 
a fleet of power plants and can iden- 
tify a key problem at a particular 
plant that requires immediate at- 
tention." Schoeller explains that 
the system automatically searches 
through all available individuals 
"with the right skills and sets up a 
Web and audio conferencing session 
with them." Because problems at power 
plants can sometimes result in cata- 
strophic events, CEBP is absolutely 
essential to speeding up the problem- 
solving process. 

COST VS. BENEFIT 

Not all CEBP deployments are a fit 
for every company. One reason for 
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"You get to this idea of unified interface 
where people are using these tools in a 
consistent way throughout the organiza- 
tion and they know they can rely on it." 



James McCloskey 

senior research analyst, Info-Tech Research Group 



this is due to the cost associated with 
the technology. "The key consider- 
ation for whether or not to move up 
to one of those higher levels of CEBP 
maturity is to determine if you have 
a true tangible return on that addi- 
tional investment," says McCloskey. 
"Typically, you're going to be talking 
about additional software licensing, 
software integration elements, and 
perhaps some custom development 
for your internal applications to be 
able to call out to these and use them 
effectively." As you can imagine, the 
cost of these individual elements can 
really start to add up. 

To help companies efficiently incur 
the costs and not purchase more than 
they need, McCloskey recommends 
that they start slowly with CEBP, 
rather than jump in "whole hog with 
a full-blown UC program licensed for 
all of your users." You should "get 
the basics, identify a very specific use 



case, work with each issue individ- 
ually, and then take a look at how 
you can repurpose those same invest- 
ments." If you can start by solving one 
pressing issue, then you may be able 
to use that initial investment to move 
CEBP into parts of your company you 
hadn't previously thought of. 

AIMING FOR A NATURAL 
USER EXPERIENCE 

Aside from integrating a company's 
communication and business pro- 
cess, one of the major goals of CEBP 



is to make the entire experience feel 
as natural and intuitive as possible. 
Eventually, Elliot says CEBP will be- 
come such a large part of doing busi- 
ness that it will feel completely natural. 
Companies will forget the ways of the 
past where applications were separate 
and contacting somebody meant di- 
aling a number and hoping they would 
pick up. In other words, CEBP can help 
companies reach efficiency goals they 
only previously dreamed of. And the 
great news is you probably already 
have a head start. 
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IT Consolidation 

Benefits Of Streamlining Processes, Infrastructure & More 



Every business wants to become 
more efficient. Doing so can mean 
fewer redundancies, reduced expenses, 
optimized performance, and a better 
position for the future. One path to 
enhancing efficiency is IT consolida- 
tion, or streamlining infrastructure, ser- 
vices, and processes through the use 
of virtualization, automation, cloud 
computing, and other technologies and 
tools. Successfully executing IT con- 
solidation projects, however, isn't just 
a matter of good intentions; it requires 
a deep understanding of the business's 
processes, detailed planning, coopera- 
tion among stakeholders, and precise 



execution of strategies. The following 
looks at what IT consolidation can in- 
volve, its possible benefits, and advice 
for executing projects. 

DO MORE WITH LESS 

IT consolidation can mean dif- 
ferent things to different people. Clive 
Longbottom, Quocirca ( www.quocirca 
.com ) founder, for example, views con- 
solidating IT processes ("problems of 
implementing applications, patching 
them, updating them, helpdesk query 
issues, etc.") as being completely dif- 
ferent from IT consolidation ("ra- 
tionalization, virtualization, and 



consolidation"). Broadly defined, how- 
ever, IT consolidation is about making 
reductions — whether it's assets, pro- 
cesses, services, hardware, applications, 
facilities, management, etc. — to reduce 
costs, enhance operations, improve scal- 
ability, achieve standardization, attain 
disaster recovery abilities, and more. 

Carl Lehmann, research manager 
with 451 Research ( www.451 research 
.com ), believes IT process consolida- 
tion specifically helps businesses gain 
better control of operations, under- 
stand what processes are running, and 
execute business strategies. "If your 
business strategy is customer care, for 



Key 
Points 



IT consolidation projects 
can result in reduced 
costs, fewer redundancies, 
enhanced scalability, and 
improved ability to recover 
from disaster, among other 
benefits. 



Virtualization, cloud 
computing, automation, 
and other technologies 
can help reduce physical 
assets, free up IT's time for 
higher-value work, and 
reduce operating costs. 



Classifying and inven- 
torying a company's IT 
processes can identify 
who owns what pro- 
cesses, where redundan- 
cies lie, and other facts 
vital to consolidation. 



It can be important to assure 
managers and other stake- 
holders that the company's 
IT consolidation projects 
are focused on eliminating 
inefficiencies and not about 
eliminating personnel. 
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"Most companies don't pay any attention 
to the business continuity issues tied to 
re-provisioning workloads across clouds." 

Carl Lehmann 

research manager, 451 Research 



example, you want to make certain 
the processes you use to deliver cus- 
tomer care are efficient as possible/' 
he says. "So, process management, 
process consolidation, and process im- 
provement go a long way to help ex- 
ecute a company's business strategy, 
and companies that do it beat their 
rivals in the market." 

Often, IT consolidation is described 
as doing more with less. A common 
example involves servers, wherein 
a company reduces its number of 
physical servers by moving to visu- 
alization. In May 2012, for example, 
Aberdeen Group ( www.aberdeen.com ) 
surveyed 123 organizations, including 
80 SMBs (small and medium-sized 
businesses) of which 70% had imple- 
mented virtualization. Benefits cited 
included a reduction of physical 
servers (84%), easier disaster recovery 
(42%), reduced IT expenses (38%), 
lower power and cooling costs (28%), 
and high application availability 
(18%). On average, SMBs consolidated 
roughly 10 old servers onto one virtu- 
alized server, meaning 90% less space, 
power, service contracts, and manage- 
ment required. 

Of the 30% of SMBs that hadn't de- 
ployed server virtualization, uncer- 
tainty of ROI (49%), lack of expertise 
(45%), and uncertainty if solutions 
would fit the business's needs (40%) 
were reasons why. In a May 2013 re- 
port, Aberdeen specifically touts 
usage of reference architectures (prod- 
ucts validated /configured to work 
together out of the box) for SMBs 
to obtain numerous virtualization- 
related benefits, including reduced 
complexities, increased application 
uptime, and enhanced service avail- 
ability. Enhanced provisioning is an- 
other big potential benefit, Lehmann 
says. A company, for example, might 
take 30 to 60 days to provision manu- 
ally as opposed to 30 to 60 minutes 
using a virtualized process. 

Beyond virtualization, companies 
are exploring cloud services for provi- 
sioning, infrastructure, and software 
needs using various "as-a-service" 



models: PaaS (platform), IaaS (infra- 
structure), and SaaS (software). Beyond 
time and effort savings, Lehmann says, 
some companies find that after IT con- 
solidation they require a less-skilled 
IT staff. "For example, if you're using 
a virtualization service, you can pretty 
much light up a computer, a virtual 
machine, through a console with a rel- 
atively lower IT person vs. someone 
that needs to actually install software 
and hardware in the environment," 
Lehmann says. 

FORM A PLAN 

Longbottom recommends using a 
multi-stage plan for IT consolidation 
projects that starts by taking a "full 
inventory of what you have," which 
is relatively simple for smaller orga- 
nizations. While large organizations 
may have thousands of servers and 
multiple instances systems running, 
smaller enterprises typically only have 
one instance of core applications run- 
ning, he says, though there could be 
multiple, different non-core systems 
running that individuals or depart- 
ments have purchased. 

The next stage is to "rationalize," 
or identify systems strategic to the 
business and move users from non- 
strategic applications to these when 
possible. Those insisting on staying 
on non-preferred systems should have 
good reasons "beyond 'I've always 
worked on this application/" he says. 
Additionally, move multiple instances 
of software to one system if possible. 

The third stage is virtualization, 
potentially "the most painful stage" 
for smaller companies due to the dif- 
ficulty of working against existing IT 
equipment needed to run existing ap- 
plications. Further, though a company 



may identify hardware it could use 
as a resource pool, it must weigh this 
against the benefits of updating that 
hardware and gaining better energy 
efficiency, CPU ability per watt, en- 
gineering requiring less cooling, and 
higher densities of equipment. 

In some cases, after implementing 
a suitable virtualized pool of CPU, 
storage, and network a company can 
place a private cloud platform on top 
to carry the workloads, Longbottom 
says. This will provide the best future- 
proofing option, as it provides smaller 
companies the elasticity of resources 
they need with resources growing and 
shrinking to meet workload require- 
ments as required, he says. "Even where 
this isn't practical, good management 
tools will allow resources to be added or 
removed in real-time as needed by the 
workload; it will just need an adminis- 
trator to carry out the task." 

The final stage is moving physical 
workloads to the virtualized platform, 
which requires P2V (physical to vir- 
tual) tools and systems management 
software to monitor, measure, and re- 
port on the physical and virtual es- 
tates. Results can include a 50% or 
greater reduction (and in many cases a 
70% to 80% reduction) of the physical 
hardware estate, Longbottom says, 
meaning far less energy and space re- 
quired; cheaper licensing and main- 
tenance costs; and fewer updates, 
patches, and upgrades. 

When migrating workloads to virtual 
services or third-party cloud services, 
Lehmann says, it's important to bench- 
mark how the workload runs in the 
new environment and what it will cost. 
"Different cloud services are configured 
differently, and their price-performance 
characteristics can differ widely," he 
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". . . good management tools will allow 
resources to be added or removed in 
real-time as needed by the workload; it 
will just need an administrator to carry 
out the task." 

Clive Longbottom 

analyst and founder, Quocirca 



says. Further, because a workload may 
be integrated with other applications 
and part of a business process, it's im- 
portant to ensure any transitions won't 
hamper business continuity. "Most 
companies don't pay any attention to 
the business continuity issues tied to re- 
provisioning workloads across clouds/' 
he says. 

IT PROCESSES 

One philosophy for approaching 
IT process consolidation is tackling 
high-priority, high-impact processes 
first and using the savings to fund 
subsequent projects. Lehmann says 
the first step companies should take 
is to understand how many processes 
it uses to run the IT organization. 
"Most people cannot answer that 
question," he says. Next is to know 
how many core processes are used, 
which "some people can answer." 

Lehmann recommends establishing 
an IT process classification system 
that defines high-level categories of 
processes. Next, inventory the IT pro- 
cesses. One classification system avail- 
able is ITIL (IT Infrastructure Library), 
which includes a set of standard prac- 
tices and principles used for IT ser- 
vices management and breaks various 
processes into categories. Performing 
classification and inventory exercises 
enables identifying process ownership 
(or lack thereof), redundancies, and 
more, Lehmann says. "From a C-level 
perspective, you have to be able to 
kind of get your arms around the 
problem, and that's the way to do it." 

To define a process, Longbottom 
suggests starting at the task level 
(or with the problem) and defining 
the first steps required to solve the 
problem and the outputs that result 
from those steps. After that, it's best 
to examine what the next step must 
do with these outputs and whether 
further data is required to help this 
next step achieve its goal; if more 
input is required, define where the 
inputs will come from. "Repeat this 
until you get to the point where the 
final desired outcome will have been 



achieved and verified," Longbottom 
says. "By keeping everything small 
and granular, you're not trying to 
boil the ocean and you're main- 
taining a good level of flexibility so 
that if a part of the overall process 
needs to change, you're not faced 
with changing everything." 

Many IT processes, Longbottom 
says, are actually tasks that cover part 
of the overall process. For example, 
patching an application is a task. 
Ensuring that the machine running 
an application can accept the patch, 
implementing the patch, checking that 
the path is correct, and rolling back 
the patch if necessary all amounts to 
a process. Automating processes can 
remove considerable grunt work for 
IT, Longbottom says, thus enabling IT 
to do higher-value work and make the 
business more competitive based on 
the same IT budget. 

POTENTIAL PITFALLS 

Though most executives likely 
don't know how many processes 
their business is using, Lehmann 
says, they probably have an idea 
of the core processes in place. 
Further mid-tier managers will 
know their day-to-day operation 
responsibilities (a manager who provi- 
sions servers, for example, will know 
that process) but may not know other 
stakeholders' responsibilities or who 
owns the process. 

"If you don't know who owns a 
process, it will go out of control," 
Lehmann says. "Processes of any 
type need to be managed as assets. If 
processes aren't managed as assets, 



they will become liabilities. They'll 
go out of control, and it will hurt 
the business," he says. Enterprises 
without process owners, he says, gen- 
erally don't know how many pro- 
cesses are running their businesses. 

Another area of concern is "man- 
agement thiefdoms," or mid-level IT 
managers who want to maintain con- 
trol of their operations and are reluc- 
tant to share information. Lehmann 
says such managers may resist change 
because they're concerned improving 
a process may diminish their respon- 
sibility or eliminate their position. He 
recommends assuring personnel that 
the objective of IT process consolida- 
tion is to eliminate inefficiencies and 
expenses, not people. He also suggests 
using the term "process improve- 
ment" vs. "consolidation." Overall, 
most companies attempting process 
consolidation do poorly at "setting it 
up and explaining its purpose, and as 
a result, process stakeholders become 
threatened," he says. 

In other cases, processes have 
no clearly identified owner to ef- 
fect change. Instead, various people 
handle different pieces of the process. 
Conversely, some processes have too 
many owners, creating conflict. "The 
biggest challenge in any of these ini- 
tiatives is making people aware of 
what process consolidation is, why 
it's being pursued, and [how it ben- 
efits] the enterprise and organization 
overall," Lehmann says, "Once they're 
onboard and understand the objec- 
tives and have a say into its approach 
and execution, you've tackled 90% of 
your problems." 
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Cloud Service 
Provider Checklist 

Consider Reputation, Integration, Compliance & More 



Cloud computing can bring cost- 
saving and resource-saving benefits 
to your business, but only if you 
know what you're paying for and 
what the service provider actually 
offers. It can be enticing to jump right 
into a cloud environment and start 
moving data and applications over. 
Before you make any commitments, 
though, do some comparison shop- 
ping and ensure the cloud service 
provider you are considering fits the 



definition and can offer you the best 
performance at the right price. 

Ed Anderson, research director 
at Gartner ( www.gartner.com ), says 
"many services are being marketed 
as cloud services," but some of 
them "don't meet all requirements 
and that's a problem." After all, you 
don't want to commit to a service 
provider that claims to cover every 
aspect of the cloud only to find out 
that a few months or years down the 



road, you are stuck in a bad situation 
with limited feature sets and no room 
for growth. 

To avoid such an occurrence, 
Anderson recommends looking 
for service-based providers, where 
"users can subscribe to a service and 
provision services without any di- 
rect intervention from the provider." 
The provider's cloud offering also 
needs to be scalable and elastic, 
metered by use "to enable multiple 



Key 
Points 



Make sure your cloud 
provider fits the defini- 
tion, has a solid reputa- 
tion, and expertise in 
the cloud computing 
space as well as your 
specific industry. 



Consider how well a 
cloud service will 
integrate with your 
internal systems or 
other cloud environ- 
ments before commit- 
ting to it. 



Look carefully at how 
much the cloud service 
is going to cost you. It 
may save you money 
in the short-term, but 
long-term costs can start 
to add up. 



It's absolutely crucial to 
know what SLAs you're 
accepting and to negoti- 
ate your contract. Make 
sure it fits your needs 
now and in the years the 
come. 
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"Do you have plans to extend the envi- 
ronment through application develop- 
ment? Cloud platform services usually 
include some combination of application 
development APIs, middleware services, 
and application lifecycle management. If 
there's a requirement for application de- 
velopment, then platform services are an 
important consideration/' 



payment models, including pay- 
per-use," and shared, which means 
"the services must share a pool of 
resources with other consumers/' 
Anderson says. If for some reason, a 
cloud provider cannot fulfill one of 
these requirements, then you may 
want to consider another provider. 

LOOK AT THE PROVIDER'S 
REPUTATION & EXPERTISE 

While we spend much of our time 
looking at specific services a provider 
can offer a company, it is equally im- 
portant to focus on the provider itself. 
James Alexander, senior vice pres- 
ident at Info-Tech Research Group 
( www.infotech.com ), says it's crucial to 
look at your provider's reputation 
to understand whether you'll get a 
successful business partnership. "It's 
an excellent place to start looking at 
who these folks are, how deep their 
pockets are, [and] how many redun- 
dant data centers they have," says 
Alexander. "Who's in those data cen- 
ters? Is it all premier-tier customers? 
Do they have customers as references 
that are tier-one or do they have ma 
and pa software developers and peo- 
ple running poker sites?" 

You want to consider the cloud ser- 
vice provider's staff as well as all the 
other services the vendor provides. 
Ask yourself if there are others be- 
yond the service providers who can 
work with the platform to develop 
applications and extend the service if 
necessary. The best service providers 
will be able to set up your cloud envi- 
ronment and also provide consulting 
services for assessment, design, im- 
plementation, and management. The 
more well-rounded the cloud service 
provider, the better and more tar- 
geted the customer service and sup- 
port will be. 

CONSIDER THE INDUSTRY 
& COMPLIANCE-RELATED 
ISSUES 

A cloud provider's expertise should 
extend to your industry. Alexander 
says that "most cloud providers are 



fairly horizontal in terms of what they 
can provide," but he adds that you 
need to take security and compliance 
into account when looking at provider 
experience. "If you're in the health 
care industry, for example, you have 
a specific set of requirements around 
compliance, such as HIPAA," says 
Alexander. You want to ensure that 
the vendor has dealt with other health 
care facilities that have issues similar 
to yours. Alexander says, "If they can 
satisfy others in terms of compliance, 
then they can satisfy you, as a general 
statement." 

Compliance stretches to other areas, 
as well. For instance, different coun- 
tries have different rules for how and 
where you can store certain types 
of data. If you're looking to use a 
cloud provider in a foreign country, 
for instance, you need to understand 
the policies there and make sure your 
data is always compliant. Alexander 
uses the example of the USA 
PATRIOT Act in the United States. He 
says that "under the PATRIOT Act, 
the U.S. government can come in and 
look at anybody's data." If an inter- 
national company decides to choose a 
U.S.-based cloud service provider, this 
could be an issue. Alexander also adds 
that "there are nuances from country 
to country, so you really need to know 
where your data is." 

Going back to industry-specific 
needs, you should also consider the 



Ed Anderson 

research director, Gartner 



extended services that a cloud pro- 
vider offers. For instance, if your in- 
dustry needs "mobile, social, or big 
data solutions," then you want to 
find a platform that supports "more 
advanced capabilities," Anderson 
says. Most cloud providers can sup- 
port a variety of business needs, but 
some have more experience with 
certain industries than others. If you 
need support for specific applications 
or solutions, then address that right 
away to make sure the provider is a 
good fit. 

THINK ABOUT INTEGRATION & 
COMPATIBILITY WITH YOUR 
EXISTING INFRASTRUCTURE 

Another issue that companies tend 
to overlook when considering a cloud 
service provider is how compatible 
the service is with certain applica- 
tions and systems as well as how 
easily they can integrate it into their 
existing infrastructure. 

If the cloud service you choose 
isn't flexible enough, then you may 
run into headaches down the road. 
Many companies utilize CRM and 
ERP systems. If a company focuses 
heavily on sales and chooses a cloud 
computing platform that supports 
that aspect of business, then it needs 
to ensure the service will interact well 
with their internal systems. But it's 
much more complicated than one- 
on-one integration. The cloud needs 
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"Security should meet the needs of what- 
ever workload you're putting in the cloud. 
If you're putting in stuff that's publicly 
available anyway, you don't necessarily 
need to encrypt it.... A mistake some peo- 
ple make is they'll have the data encrypt- 
ed, but some of the cloud providers will 
leave the encryption keys in the cloud. So, 
if someone hacks the cloud, they get the 
encryption keys and it doesn't matter if 
the data is encrypted or not." 

James Alexander 

senior vice president, Info-Tech Research Group 



to be integrated with your CRM 
system, which has to integrate with 
the ERP system, which has to inte- 
grate with, say, an outbound mar- 
keting program, which also needs to 
be integrated with the cloud. 

In this example, we are dealing 
with three points of integration in- 
stead of one. Alexander explains 
that as you add other workloads, 
the number of points of integration 
goes up faster than the number of 
workloads. Thus, the issue of how to 
perform the integration from a data 
and application perspective becomes 
something users need to think about. 
"And where that plays into your 
cloud provider is just making sure 
that they have the kind of APIs and 
data integration policies or services 
that are compatible with the other 
providers/' says Alexander. 

LOOK AT SHORT-TERM & 
LONG-TERM COSTS 

Many companies move to the cloud 
with the intent of saving money, 
which is why it is necessary to look 
at the costs and pricing models of 
all potential cloud providers. Again, 
Anderson brings up the issue of com- 
patibility, because you might want to 
set things up so that the cloud service 
provider can "streamline your billing 



in a way that maps to your financial 
system." A feature like this could help 
make billing much easier and also 
make costs much more transparent. 

Alexander advises that compa- 
nies also read contracts carefully and 
pay particular attention to those that 
address pricing, because some con- 
sumers "assume that their first-year 
price will be the first-year price plus 
some negotiated increases," when in 
fact the cloud provider has hidden 
something in the wording of the con- 
tract. "Sometimes, if you get into the 
contractual language, the provider 
will have given you a discount to 
get you through the first year," says 
Alexander. "Then, in the second year, 
you lose the discount and have to 
pay the price increase, as well. Un- 
derstand how that works and do 
your due diligence there." 

READ SLAS CAREFULLY & 
NEGOTIATE CONTRACTS 

The pricing issue we addressed 
previously leads to the importance of 
carefully reading through contracts 
and negotiating specific terms. This 
includes SLAs (service level agree- 
ments) where the cloud provider 
needs to show that it "can deliver 
SLAs that meet your availability re- 
quirements," says Anderson. But a 



clause that explains the remedies 
should a cloud service not meet its 
SLA also needs to be in place 

Alexander agrees that SLAs are 
important and says that while service 
providers can't promise you 100% 
uptime, they should be able to offer 
99.9% or 99.99% uptime, in which 
case you need to "make sure you 
get that." He also adds that SLAs 
need to lay out scheduled downtime, 
as well. He uses the example of a 
tax preparation company. "If you 
have servers in the cloud and they 
take their scheduled downtime at tax 
time, that's a significant cost to you," 
Alexander says. 

But contract negotiation goes be- 
yond pricing and SLAs. Alexander 
says that companies need to make 
sure a cloud provider is liable for cer- 
tain issues that may occur in their 
data center. "A lot of these contracts 
will absolve the provider of liability 
for non-performance, lost or missing 
data, or security breaches," he says. 
"You want to make sure you have 
correct language around that, be- 
cause they can promise whatever 
they want, but if they then absolve 
themselves of liability and you've 
agreed to that, you don't really have 
a leg to stand on." 

One other major issue that some 
companies may overlook in the con- 
tract negotiation process is estab- 
lishing an exit strategy. You may 
think that if you go with one cloud 
provider and end up not liking the 
service, you can always move to an- 
other one. Alexander warns that "it 
can cost you a lot of time, effort, en- 
ergy, and money to move your data 
and workloads from one cloud pro- 
vider to another." A lack of clarity 
with termination and conflict resolu- 
tion provisions can lead to a situa- 
tion where a cloud provider raises its 
price and "you might get mad, but 
you might also conclude that it would 
be too costly to switch to a new cloud 
provider." By negotiating these is- 
sues upfront, you can avoid getting 
trapped in an unfair contract. 
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ESSENTIAL BUSINESS TECH 

EXECUTIVES, PROFESSIONALS & ENTREPRENEURS 



ENERGY-CONSCIOUS TECH 




The electronic 
devices that make 
our lives easier also 
produce some un- 
wanted side effects 
on the environment. 
Fortunately, many 
consumer electronics 
manufacturers and 
businesses are work- 
ing to create products 
that keep us produc- 
tive while reducing 
energy demands to 
lessen our impact 
on the environment. 
Here, we take a look 
at the newest envi- 
ronmentally friendly 
technology initiatives. 



RESEARCHERS DEVELOP ENERGY EFFICIENCY 
NOTIFICATION SYSTEM 

> It's difficult to keep track of how many factors in a workplace affect the 
overall efficiency of the business. Not only do you need to worry about the 
equipment in your data center, but you also need to consider the human ele- 
ment. Employees sometimes forget to turn off their computers or the lights in 
their offices at the end of the day, which leads to a consistent energy drain. 
Although it may seem inconsequential if only one person does this, imagine 
an entire workforce intermittently drawing power after hours. 

A group of universities in the United Kingdom, including Dundee, Leeds, 
Southampton, and others, teamed up with Moixa Technology to create inter- 
active software capable of showing the energy efficiency of an entire building. 
The technology was tested in a factory to show how companies could save 
money by sending out text messages or emails to employees reminding them 
to turn off lights or other pieces of equipment at the end of their shifts. The 
computer model constantly updates and displays the areas where the most 
energy is used within the building. During the test period, factory employees 
had a friendly competition to see which shifts could save the most energy (and 
the most money for the company). 



GEIST INTRODUCES EFFICIENT OPENGATE BRAND 

> Geist is aiming to improve the efficiency of its data center products with the 
launch of its Opengate By Geist brand. Geist, a leading data center solution in- 
frastructure provider, acquired Opengate Data Systems earlier this year and is 
"now set to add considerable strength to that solution line-up " by including 
Opengate's innovative cooling and airflow technology in its global product family. 
Opengate By Geist improves efficiency 
by taking the company's already well- 
ventilated product, adding a variety of 
environmental sensors, including tempera- 
ture and pressure, and using metrics from 
those sensors to change fan speeds and 
rid the cabinets of hot air much more ef- 
ficiently and effectively. Consumers can 
integrate Opengate By Geist with their ex- 
isting DCEVI systems to more accurately monitor their data center equipment and 
make changes on the fly. Since the acquisition, Geist has upgraded all of its Agile Air 
offerings to Opengate, so the technology is readily available to those who buy Geist's 
data center products. 
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STAPLES MAKES MOVE 
TO STRENGTHEN 
E-WASTE STANDARDS 

> One of the biggest problems with 
electronic waste disposal, and even 
those that claim to recycle certain 
components, is that the waste is often 
shipped to developing countries to 
perform the tasks. It has been reported 
by online news sources, however, that 
these recycling sites are unregulated 
and the dismantling procedure can be 
harmful to the workers as well as the 
environment they're trying to help. 
To avoid such issues, Staples signed 
a deal with e-Stewards to not only 
gather recycled electronics from its free 
onsite disposal sites, but also prevent 
that e-waste from being sent to devel- 
oping countries. 

E-Stewards, a program created by 
BAN (Basel Action Network), that was 
put in place to promote the best pos- 
sible environmental standards and help 
reverse the current negative trends in 
e-waste management. E-Stewards pro- 
vides a certification process that makes 
it easier to identify approved recyclers 
who follow the e-Stewards Standard 
and will dispose of or recycle elec- 
tronics in an environmentally friendly 
way. E-Stewards has certified recy- 
cling locations spread out all across the 
United States. 



SOLAR PANELS THAT GENERATE & STORE ENERGY 
SIMULTANEOUSLY 

>* One shortcoming of solar energy is its inability to store power reserves in 
a location separate from the panels themselves. Hongrui Jiang and his stu- 
dents at the University of Wisconsin-Madison aim to overcome this issue 
through the development of solar panels that not only generate power from 
sunlight, but also store power reserves within a single device. 

The solar panel uses a standard photovoltaic cell. The top layer of the 
cell is a conventional photo electrode that converts sunlight into elec- 
trons. Some of the electrons flow out of the device to support a power 
load while others go directly into storage. Jiang admits that in its current 
state, the project is much less efficient than existing models, but he will 
continue his work and plans to improve both the storage efficiency and 
maximum power load. Jiang also points out that the system is easily scal- 
able, so in addition to small-scale applications, there is the potential that 
the technology could one day power even more equipment. 



FRANCE WILL BE HOME TO SOLAR-POWERED 
SPORTS STADIUM 

> Sports stadiums often feature some of the newest available technology, 
including giant HD screens, state-of-the-art sound systems, and much 
more. Then there are the lights, the concession stands, and other aspects of 
the stadium environment to consider. Keeping this in mind, it's obvious to 
see how a sports venue could benefit from getting an environmental make- 
over. That's the idea behind the $223 million Nouveau Stade de Bordeaux 
in France, which is designed to at least partially run on solar energy. 

The stadium itself, although striking to look at, is also an exercise in 
simplicity, as seen in the its design and the dozens if not hundreds of thin 
white poles that will support the entire facility. Aside from being an archi- 
tectural marvel, it's the solar technology that's truly interesting. An on-site 
solar plant will convert the solar energy into electricity and the solar panels 
themselves will be used to shade the venue's parking lot. The Nouveau 
Stade de Bordeaux is set to open in 2015 and is capable of holding as many 
as 42,000 sports fans. 



The Nouveau Stade de Bordeaux is quite an 
engineering feat, but not only because of its 
architectural design. The sports venue will use 
solar panels that will generate electricity as 
well as provide shade for its parking lot. 
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Endpoint Security Advice 

Set Policies Based On Risk Tolerance & Enforce Them With The Proper Technologies 



There was a time in the business 
world where desktop computers 
were really the only endpoints that 
companies needed to worry about. 
But now that laptops, smartphones, 
and tablets have entered the office 
space, there are many more end- 
points that need to be monitored, 
managed, and secured. There are 
multiple technologies and security 
solutions on the market designed to 
fully protect these endpoints within 
an organization. But before making 
any purchasing decisions, you need 
to set specific policies that can be en- 
forced using these technologies. 



"You have to start with a clear ac- 
ceptable use policy, especially when 
talking about non company-owned 
devices," says James McCloskey, se- 
nior research analyst at Info-Tech 
Research Group ( www.infotech.com ). 
"Everything starts with policy be- 
cause if you don't have a strong 
policy in place, it's hard to justify 
any of the protections you're going 
to need." 

One example of a policy that's 
"appropriate for everybody regard- 
less of their risk tolerance level is 
the ability to have some sort of re- 
mote wipe capability," McCloskey 



says. Whether it's a smartphone, 
tablet, or laptop, your company 
needs to clearly state what level 
of encryption is required on those 
devices and what the remote wipe 
policy is in the event that those de- 
vices are lost or stolen. It may be an 
unpopular policy with employees, 
but that's why you have to explain 
the risks related to losing sensitive 
company data, and that as long as 
the data on that device is regularly 
backed up, it can always be re- 
trieved at a later date. 

Another policy you may want 
to consider, specifically for mobile 



Key 
Points 



Before seriously contem- 
: plating what endpoint 
solution to implement, first 
institute a well-considered 
and enforceable set of 
: policies based on your 
: business environment. 



Identify your organiza- 
tion's risk tolerance level 
to determine which end- 
point security solutions 
you truly need and which 
ones may be beneficial 
but are optional. 



There are a variety of 
endpoint security solu- 
tions out there, many of 
which that work together 
to cover multiple aspects 
of your network and the 
mobile device itself. 



Even with every available 
solution in place, it's important 
to keep an eye on employees 
and make sure they follow 
best practices to ensure that 
no one inadvertently creates 
vulnerabilities. 
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"Even with the most up to date anti-mal- 
ware and all of the patches on your de- 
vice, it's still possible that your device will 
become compromised/ 7 

James McCloskey 

senior research analyst, Info-Tech Research Group 



devices, deals with applications. 
When it comes to employee down- 
loading applications, it's important 
to make sure employees are well- 
informed and know how to spot 
potentially malicious applications. 
You may want to designate what 
types of apps can be downloaded 
in order to prevent confusion. 
Ruggero Contu, research director 
with Gartner ( www.gartner.com ), also 
says that it's smart to have "a good 
application development process so 
that any potential vulnerability is 
taken care of" and that you should 
"be able to monitor and filter out 
potentially dangerous applications 
with an application control ap- 
proach." 

And finally, to cover your com- 
pany on the network side, you 
should also consider employee au- 
thentication. You need to lay out 
policies that show what employees 
have access to what information so 
that you can spot inconsistencies and 
potentially malicious actions. "Many 
organizations have security on that 
wireless network, but not actual 
authentication," says McCloskey. 
"Getting to a point where you have 
wireless LAN authentication so that 
you do know when this device was 
being used and by whom is critical 
for an organization to be aware of." 

ASSESS YOUR 

RISK TOLERANCE LEVEL 

There are some policies that 
need to be in place regardless of 
the size of your company or your 
risk tolerance, but there are some 
instances where certain organiza- 
tions need more protection than 
others. "When we start to shift into 
the organizations that have a lesser 
risk tolerance, that's when you start 
looking at the different technologies 
that might be appropriate," says 
McCloskey. 

Smaller organizations with less 
sensitive information can pick and 
choose which endpoint security so- 
lutions they'd like to implement, but 



larger companies with multiple sat- 
ellite offices and a wealth of sensi- 
tive data are more likely to require a 
wider mix of security solutions. 

Consider organizations in the 
health care industry. Health care 
facilities can store the medical in- 
formation of thousands of patients, 
but they can also store the payroll 
information, bank account numbers, 
and other pieces of data for their 
employees. Companies in the health 
care industry are much less tolerant 
to risk, which means they may re- 
quire multiple endpoint security 
systems, whereas a printer manufac- 
turer may not need such an in-depth 
solution. 

A PLETHORA OF ENDPOINT 
PROTECTION SOLUTIONS 

While it's important to determine 
your level of risk tolerance, you 
shouldn't necessarily use that as an 
excuse to under protect your orga- 
nization. Every company has some 
policy in place and every company 
needs an endpoint security solution 
to back that policy up. Contu says 
that while there are so many secu- 
rity solutions out there, the market 
"seems to still be maturing," which 
means you need to sort through "the 
breadth of capabilities that look to 
secure mobile devices and data from 
different fronts" to find what fea- 
tures fit your specific needs. 

Contu says that as the endpoint 
security market continues to grow, 
new solutions will become avail- 
able. For instance, many security so- 
lutions didn't used to support disk 
and file encryption capabilities, says 
Contu, but those features are "now 



being integrated by most endpoint 
protection platforms." The goal of 
most endpoint security vendors is 
to now pack as many security fea- 
tures as possible into each solution 
to prevent the need for dozens of 
standalone products. And so with 
this innovation, companies now 
have quite a variety of technologies 
to choose from. 

> Mobile device management. One 

of the most common technologies 
used in the endpoint security space 
is MDM (mobile device manage- 
ment). Contu says MDM is "some- 
thing that wasn't available before," 
but that it now "allows enterprises 
to manage and configure mobile 
devices as a part of their broader 
endpoint protection strategy." MDM 
solutions give companies much 
more control over individual mobile 
devices, including the ability to en- 
force password strength and remote 
wipe policies. 

But in addition to the more 
common MDM features most plat- 
forms come with, there are some 
MDM solutions that provide more 
complex features such as data seg- 
regation or containerization. "What 
are new to the table are these capa- 
bilities of MDM suites to segregate 
the data and provide a secure con- 
tainer for all of the corporate data, 
while leaving the personal data all 
alone," says McCloskey. "That's 
really appealing for a lot of rea- 
sons, but most notably would be, 
when you have an individual that's 
bringing their device into work for 
shared purposes, personal and pro- 
fessional, the last thing that they 



PCToday / August 201 3 37 



MOBILE OFFICE 

BUSINESS ON THE ROAD 




"[You should] be able to monitor and filter 
out potentially dangerous applications 
with an application control approach/ 7 

Ruggero Contu 

research director, Gartner 



want to hear is that their device has 
been wiped because they've been 
terminated." 

With containerization, you can es- 
sentially rope off corporate data from 
the rest of an employee's device, 
which opens up new possibilities 
for remote wipe. Instead of having 
employees upset over losing their 
photos and music, "the organization 
can target the wiping specifically to 
[the organization's] information and 
leave the rest of the device alone," 
says McCloskey. An MDM solution 
with this feature makes it possible to 
back up your remote wipe policy and 
protect data in the least intrusive way. 

^Network access controls. 

McCloskey also recommends that 
companies consider implementing 
NACs (network access controls), 
which he says have "been around for 
over a decade for wired networks." 
Currently, however, some NAC ven- 
dors are focusing specifically on wire- 
less scenarios. These wireless-focused 
NAC systems force "mobile clients to 
come in and face a policy inspection," 
McCloskey says. And during this pro- 
cess your device is "interrogated by 
the NAC system to determine if it has 
anti-malware on it, appropriate au- 
thentication, and encryption, if that's 
necessary." 

It's similar to a screening process 
that controls entry to a highly secure 
physical location: you need an iden- 
tification badge and the right creden- 
tials in order to pass through. And 
not only do NAC solutions prevent 
unexpected devices from accessing the 
network, but they also stop "expected 
devices that have drifted from your 
required security posture from being 
on your network and causing havoc," 
McCloskey says. 

>■ Intrusion detection and preven- 
tion systems. If you decide not to put 
an NAC system in place, McCloskey 
says, it becomes more important to 
implement an IDPS (intrusion detec- 
tion and prevention system). An IDPS 



can dig a bit deeper into even autho- 
rized devices to make sure it isn't 
being used for "inappropriate for ac- 
tivities or trying to access systems that 
it's not supposed to," he says. IDPS 
solutions can also analyze the traffic 
moving to and from devices and work 
hand-in-hand with NAC and MDM 
solutions to close vulnerabilities and 
prevent security issues. 

>Data loss prevention. MDM, 
NAC, and IDPS solutions are all im- 
plemented on the company side, but 
there are also security systems that 
can be placed on the network or the 
endpoint itself. "In the scale of secu- 
rity issues in the mobile world, data 
leakage is obviously a considerable 
problem, as you would expect, due to 
the portability of mobile devices and 
the [accompanying] higher risk of 
loss or theft," says Contu. That's why 
organizations should consider imple- 
menting DLP (data leakage preven- 
tion) solutions designed to prevent 
data loss in the event of damage, loss, 
or theft. 

"DLP is really focused on the idea 
that just because we've authorized a 
particular user or device to be on our 
network, that doesn't mean that we 
want them to be able to suck all of 
the information that they want onto 
that device and carry it out the door," 
says McCloskey. "This is something 
that would run on your endpoint and 
would prevent the endpoint from 
being used as a syphon for data, 
which would be different than doing 
it from the network layer." 

FURTHER CHALLENGES 

The unfortunate fact of security 
and human nature in general is that 



even if you have every possibly pro- 
tection in place, there is always the 
chance that vulnerabilities will arise. 
McCloskey says that "only the most 
risk-averse organizations are going to 
implement all of these technologies," 
which means that companies need 
to "be aware of the potential conse- 
quences associated with not having 
the capabilities of an NAC, DLP, or 
IDPS in place." For instance, if you 
don't have a data leak prevention 
system, then "you need to be more 
aware of the fact that you could be 
losing data," he says. 

And when it comes to employees, 
there are some instances where they 
aren't even connecting their devices 
to the company's network, but they 
are still using their devices in inap- 
propriate ways. They may be down- 
loading unapproved applications 
for personal use or visiting poten- 
tially offensive websites, and if they 
aren't connected the company net- 
work, there's very little you can do. 
But you still need to monitor what's 
happening and let users know how 
dangerous it is to introduce these sit- 
uations into the workplace. 

"Even with the most up to date 
anti-malware and all of the patches 
on your device, it's still possible that 
your device will become compro- 
mised," says McCloskey. "These de- 
vices can potentially become vectors 
for infecting the rest of the network. 
That's why it's important to have 
IDPS and NAC systems, but they're 
not going to be a panacea either. 
Organizations do have to be aware 
of the traffic that's flowing back and 
forth between these devices and their 
corporate systems to make sure that 
nothing is going awry." 
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Enterprise App Stores 

Provide Employees Alternatives To Third-Party Consumer Apps 



MORE BUSINESSES THAN EVER are 

opening their own enterprise app 
stores, and some are using the options 
vendors include in their MDM (mo- 
bile device management) and MAM 
(mobile application management) solu- 
tions. Why? Primarily due to the BYOD 
(bring your own device), or "consum- 
erization," trend and the inherent se- 
curity and device-management issues 
that come with employees using their 
mobile devices in the workplace. 

Couple BYOD with the malware is- 
sues related to the apps that employees 
download from consumer apps stores, 
says Paula Musich, principal analyst 



with Current Analyis ( www.current 
analysis.com ), and enterprises are feeling 
the need to get a handle on the BYOD 
phenomenon. Furthermore, compli- 
ance concerns related to employee 
mobile devices in the enterprise will 
be a growing issue moving forward, 
Musich says. "It's important for enter- 
prises to try and get out ahead of that 
looming problem and get a handle on 
employees' use of those devices in the 
enterprise, " she says. 

Opening an enterprise app store 
is one approach, and an increasing 
number of businesses are doing it. A 
2012 AppCentral survey of 200 people 



from 100-plus companies found 19% 
had implemented an enterprise app 
store. A Symantec 2012 survey of 6,000- 
plus organizations found 66% of IT 
professionals indicated their compa- 
nies were considering it. More recently, 
Gartner predicted that by 2017 25% of 
enterprises will have a store in place to 
manage corporate-approved apps for 
PCs and mobile devices. 

For enterprises considering creating 
a store, there are numerous benefits 
to be had. The following details those, 
as well as how to create a store that 
is filled with useful, quality apps em- 
ployees will frequently use. 



Key 
Points 



The BYOD trend and 
malware issues related 
to consumer app stores 
are prompting some 
enterprises to consider 
creating their own app 
stores. 



Many vendors now 
provide ready-made 
enterprise app store 
solutions through their 
mobile device and ap- 
plication management 
offerings. 



Companies must fill 
the enterprise app 
store with high-quality 
and highly useful apps 
in order for employees 
to view the experience 
as rewarding. 



Enterprise app stores enable 
companies to, among other 
things, offer safe alternatives 
to the consumer-oriented apps 
that employees may already 
be using to access and share 
company data. 
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'They are more than B2B software mar- 
ketplaces designed to promote software 
vendors' partner ecosystems . . ." 

Tim Shepard 



senior analyst, Canalys 



"[The app store concept] will work 
with any type of application: SaaS, PC, 
mobile/ 7 

Ian Finley 

research vice president, Gartner 




A DEFINITION 

Fundamentally, says Tim Shepard, 
Canalys ( www.canalys.com ) senior ana- 
lyst, an enterprise app store operates as 
a repository and delivery channel for 
apps similar to consumer app stores but 
tailored to business users. "Particularly 
in a world where the 'bring your own 
device' trend is seeing more employees 
bringing smartphones, tablets, and 
other devices into work, access to useful 
vetted apps is critical if employee mobi- 
lization is to deliver promised benefits 
of increased responsiveness, produc- 
tivity, and collaboration/' Shepard says. 
"Enterprise app stores are a means of 
achieving this/' 

Typically, apps are categorized and 
segmented in the stores, and the pur- 
chasing of apps is usually handled via 
multiuser licensing or volume purchase 
invoicing vs. ad-hoc credit card pay- 
ments, he says. Additionally, businesses 
typically set controls on which apps em- 
ployees can download and access. 

Enterprise app stores also enable 
changing software distribution from a 
push model where the corporation de- 
cides which software goes on the device 
to a pull or self-service model where 
employees decide, says Ian Finley, 
research vice president with Gartner 
( www.gartner.com ). "We talk about it as 
an app store because the most visible, 
most consumer version is the public app 
stores that Apple and Google run," he 
says. "The concept, though, will work 
with any type of application: SaaS [soft- 
ware as a service], PC, mobile." 

What's really driving the concept 
of an enterprise app store today, says 
Michele Pelino, principal analyst with 
Forrester Research ( www.forrester.com ) , is 
rather than focuses on the devices them- 
selves, enterprises are now focusing on 
the apps. This includes ensuring the 
company has a sense of which app ver- 
sions various business teams are using, 
which app versions best fit employees 
in particular countries, and how re- 
spective apps represent the company's 
brand and value, she says. 

Ultimately, Musich says, "while IT 
may think it has some kind of control 



over employees' use of applications, I 
think they're kidding themselves. The 
horse is already out of the barn where 
it comes to BYOD, and employees are 
going to do what they think is best for 
them to be productive and their work, 
and increasingly they have other op- 
tions outside of relying on IT when it 
comes to technology usage." 

THE BENEFITS 

Two commonly cited benefits of en- 
terprise app stores include control and 
pushing sanctioned apps to employees. 
Many employees, for example, use con- 
sumer-focused services on mobile de- 
vices to access corporate documents for 
collaboration and efficiency purposes. 
Such services, however, lack proper en- 
terprise-grade security controls, Musich 
says. An enterprise app store enables 
businesses to vet and distribute alterna- 
tives that place a stronger focus on pri- 
vacy, she says. Elsewhere, enabling IT to 
push approved apps to employees that 
represent and protect the company's 
brand, says Pelino, an enterprise app 
store enables targeting apps at different 
groups or activities. Human resources, 
for example, might push the same 
training-based apps to all users but line- 
of-business managers push only specific 
apps to only their employees. In an- 
other example, an enterprise app store 
enables IT to implement some of the 
same flexibility employees are used 
to with consumer apps stores, Pelino 



says, and leverage the idea of "we're 
working with you. Tell us what you 
feel would be valuable and helpful." 

Shepard says among the areas en- 
terprises are building custom apps for 
presently include field enablement, 
business intelligence, customer service, 
information sharing, collaboration and 
workflow enhancement, training, mar- 
keting resources, approvals processes, 
resource booking/ allocation, and gen- 
eral business tools. They're doing so, 
he says, to increase productivity and 
responsiveness via mobility, enhance 
internal communication, reduce costs, 
improve customer experience and 
brand value, grant greater access to 
information for decision-making, and 
streamline processes and provide more 
effective tools. 

Among companies starting enter- 
prise app stores, says Pelino, are those 
within heavily regulated environments, 
including financial services, retail, and 
health care. Businesses that have pow- 
erful brands they want protected are 
also good candidates, she says. 

APP STORE MODELS 

Shepard describes two enterprise 
app store models: external and internal. 
External varieties are managed and 
hosted by providers that "act as show- 
cases supporting developer ecosystems 
and offer third-party apps accessible 
by any enterprise." Simplified app pro- 
curement; discovering, downloading, 
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"It's important for enterprises to ... get a 
handle on employees 7 use of those devices 
in the enterprise." 

Paula Musich 

principal analyst, Current Analysis 



"Make sure you consistently educate folks 
that these app stores exist within your 
organization." 

Michele Pelino 

principal analyst, Forrester Research 




and testing apps; and possibly exploring 
technical compatibilities before pur- 
chase are benefits, he says. Solutions 
may also include an ecommerce en- 
gine or refer buyers to app developers. 
"They are more than B2B software mar- 
ketplaces designed to promote software 
vendors' partner ecosystems and indi- 
rectly drive sales of core enterprise ap- 
plications," he says. 

Internal app stores, meanwhile, are 
managed by IT departments and pro- 
vide secure, self-service distribution 
with employee access to company- 
owned or approved apps relevant to 
job functions. Primarily, Shepard says, 
internal stores act as a central app 
archive for on-demand downloads 
and are often integrated with secu- 
rity or device-management offerings. 
"Between these two models, there is 
a spectrum of hybrids, perhaps where 
a store is externally hosted and multi- 
client, yet offered with a customized 
front end and with content controls 
given to organizations," Shepard says. 

Companies, Finley says, can come at 
the app store notion from several points 
of view. The most common is the worry 
of employee devices containing infected 
apps being brought into the organiza- 
tion, connecting to the network, and 
accessing corporate data. "So the appeal 
of the app store in that environment is 
control," he says. 

A second point of view is driven 
by efficiency, he says. An organiza- 
tion, for example, determines the cur- 
rent processes and tools for requesting 
and provisioning apps to individual 
devices are inefficient. Requesting and 
receiving specific software for a project, 
for example, might take two or three 
weeks, whereas a self-service app store 
enables users to get what they need, the 
company to track what's being used 
(which can save considerable money on 
licensing), and speed up the allocation 
of tools to anywhere from instantaneous 
to a couple of hours, Finley says. 

STOCKING THE STORE 

Creating an enterprise app store and 
employees actually using are it are two 



different things. In terms of driving 
usage, Pelino says, ensure employees 
know that the store is available. This 
means more than sending an email. 
"Make sure you consistently educate 
folks that these app stores exist within 
your organization. Make sure you're 
educating your business decision 
makers that you're creating applica- 
tions and services and that this applica- 
tions environment is a benefit to them," 
she says. "Also ensure the apps pro- 
vided are relevant, useful, and valuable 
to the point you're showing employees 
the store is the place to come for apps, 
she says. This can involve parts educa- 
tion and highlighting apps and uses, 
getting IT and business departments 
on board to propel usage, and planning 
the ongoing updating of contents. " 

Finley says that because em- 
ployees understand the ins and outs 
of using consumer app stores, "they'll 
just know" how to use the corporate 
store, including how to provide valu- 
able feedback the company can use. 
Companies, however, "must be careful 
of confusing the store with what's in 
the store. This is probably the biggest 
mistake," Finley says. 

Specifically, Finley says, "If I build 
a store and put nothing in it, it's not 
a very good store. The challenge that 
most enterprises have is that when you 
say 'enterprise app store,' people think 
I'm going to walk into this store and 
have a wide array of choices . . . but 



when you look at most enterprise app 
stores, there's only one or two choices 
for each category." Users, however, 
are used to having many choices per 
category, which "just points out even 
more glaringly to the users that you're 
doing a poor job. You haven't given 
them something that's of quality, and 
you're restricting them to only some- 
thing that's of poor quality," he says. 

To combat this possibility, Finley 
advises starting an enterprise app 
store by initially focusing on a small 
subset of users and on getting a good 
selection of apps for them and ex- 
pand from there. So, for example, if 
the company has a large sales force 
using mobile devices and wants to 
create an app store in order to block 
them from downloading apps from 
public app stores, ensure to provide 
them all the apps they need so the ex- 
perience is rewarding and they have 
choices rather than make one app 
fit everyone. 

"The key issue here is choice," he 
says. "When people go into building an 
app store, they focus on the store when 
really they should be focusing on what 
goes into the store. By starting with a 
small group of people and one audi- 
ence and focusing on what they need 
and making sure all the applications 
they need are there and then expanding, 
they're going to be a lot more successful 
than if trying to rollout an app store 
for everybody." 
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Wireless Choices Explained 

Cellular & Wi-Fi Standards & Options 



Wireless networks are all around 
no matter where you go. Your home 
probably has a wireless network and 
your office almost certainly does. 
Coffee shops and restaurants often 
provide free Wi-Fi to patrons, and 
cellular networks cover almost every 
inch of the world. But with so many 
different types of available networks, 
from multiple 802.11 Wi-Fi standards 
and frequencies to 3G and 4G LTE 
(Long Term Evolution) cellular, it 
can be difficult to keep up with the 
technological advances. We will ex- 
plain the differences in speed and 
capabilities between cellular and 



Wi-Fi networks, and we will take a 
look at what the future of wireless 
networking might look like. 

CELLULAR vs. WI-FI 

Both cellular and Wi-Fi net- 
works are essential for businesses, 
but they serve different purposes 
in different contexts. Depending on 
the device, its proximity to a net- 
work, and other factors, Wi-Fi ac- 
commodates data transfer speeds as 
high as 450Mbps, while 4G LTE net- 
works (which are relatively fast in 
the cellular world) deliver average 
data transfer speeds of only 20 to 



25Mbps. However, cellular speeds 
can be particularly faster or slower 
depending on coverage area. 

Of course, cellular networks can 
be used almost anywhere, while you 
can only connect to Wi-Fi networks if 
you're within a certain range. Wi-Fi 
data rates are only limited by avail- 
able capacity, whereas cellular plans 
are often limited either by caps or by 
throttling when you go over a cer- 
tain amount, which can lead to heavy 
overage fees if you're not careful. 

It's clear, then, that Wi-Fi and cel- 
lular networks offer quite different 
things, but there is also variety among 



Key 
Points 



Wi-Fi and cellular networks 
are different from each other 
in terms of speeds and data 
caps, but there are also many 
different iterations of each 
network type to consider. 



For smaller com- 
panies, a relatively 
simple wireless 
setup might cover 
all of the neces- 
sary bases. 



Wi-Fi standards and 
frequencies significantly 
impact speed and perfor- 
mance, but networking 
devices' antennas and 
radios also play a part. 



Wireless networks are 
already fast, but if emerging 
innovations are any indica- 
tion, we've only scratched 
the surface of what might be 
possible in the near future. 
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"I think what's going to happen in the 
future is that the Wi-Fi hotspots that are 
available to the general population are 
going to split into two tiers of connections. 
One is going to be the best effort, fed by 
a relatively low-speed backhaul, and [the 
other will be] powered by fiber optics or 
other very high-speed connections that 
can deliver performance on par with (or 
in some cases superior to) what cellular 
networks provide. That's another evolu- 
tion of what our Wi-Fi connections out in 
the world are going to become/ 7 

Charles Golvin 

principal analyst, Forrester Research 



'There's a new standard coming up called 
802.11ac and we're actually already start- 
ing to see devices come out. The ratifica- 
tion is expected in September of this year 
from the IEEE. But the Wi-Fi Alliance, 
which is not really a regulatory body, but 
more [of] a standards association, is cer- 
tifying 802.11ac this quarter. And as soon 
as they do that, you're going to start to see 
vendors coming out with 802.11ac access 
points." 

Mark Tauschek 

lead research analyst, Info-Tech Research 





network types. For instance, with 3G 
it's possible "you're looking at some- 
thing like 5Mbps [downlink] and 
maybe a couple of megabits [uplink] 
because [it uses] shared bandwidth 
and is oversubscribed," says Mark 
Tauschek, lead research analyst with 
Info-Tech Research Group ( www. info 
tech.com ). And if you move to 4G 
LTE, "you'll see 25 or 30Mbps down 
and up to 20Mbps up because the 
networks aren't saturated yet." But 
Tauschek expects those speeds to de- 
crease as demand rises. Still, he says, 
the current generation has a theoret- 
ical maximum of 50Mbps and there is 
a version that "isn't widely deployed 
yet" that could hit 100Mbps. 

On the Wi-Fi side, there are various 
standards and frequencies to contend 
with (which we'll discuss shortly), but 
one of the biggest factors that affects 
the performance of a Wi-Fi network is 
the wired connection behind it. "It often 
helps to think of water coming out of 
a pipe," says Charles Golvin, principal 
analyst with Forrester Research ( www 
.forrester.com ). "The rate at which the 
water flows is determined by the nar- 
rowest pipe in the entire flow where 
the water is originating. Currently, 
an 802.1 In dual-band Wi-Fi connec- 
tion is capable of transmitting and re- 
ceiving data at more than 100Mbps, 
but if what's connected to the router 
is a 1.5 or 3Mbps DSL line, then that's 
the speed you're going to get from the 
Internet." This difference in technology 
doesn't even take into account the size 
of your company and the affect it can 
have on your Wi-Fi network. 

NETWORK VARIATIONS 

There are multiple Wi-Fi options 
available; what you choose will vary 
based on the physical size and struc- 
ture of your offices. "If you're small 
office with just a few people and one 
or two rooms, you could probably 
get away with sticking one of these 
access points up there yourself, con- 
necting an Ethernet cable to it, and 
feel reasonably confident that every- 
body in the one or two rooms will 



be able to access the network," says 
Golvin. In fact, you may be able to 
use a relatively simple wireless router 
with basic security measures in place 
and not worry about the more expen- 
sive networking alternatives that are 
used by larger enterprises. 

If your company has "large of- 
fices and a lot of employees using 
Wi-Fi," Golvin recommends that you 
reach out to a professional designer 
who "knows something about the 
way that radio waves travel and the 



types of objects through which they 
don't travel." Offices with quite a bit 
of space, dozens of individual rooms, 
and walls separating them will re- 
quire more sophisticated equipment 
than simpler layouts. Larger enter- 
prises also often require stricter se- 
curity measures than some smaller 
organizations, which isn't necessarily 
possible with routers. 

Golvin says that working with a 
third-party professional to help create 
a proper design and put the necessary 



PCToday / August 201 3 43 



MOBILE OFFICE 

BUSINESS ON THE ROAD 



equipment in place will ensure that 
all of your employees will have good 
connections to a fast network. 

NOT ALL WI-FI STANDARDS 
& FREQUENCIES ARE ALIKE 

When it comes to implementing 
a fast network, you need to con- 
sider current wireless standards and 
which products use them. The IEEE 
(Institute of Electrical and Electronics 
Engineers) created the first 802.11 
wireless standard, which supported 
data transfer speeds at or below 
2Mbps, in the late 90s. Since then, 
other standards have come and gone 
(to varying degrees), but many net- 
working devices are theoretically able 
to hit speeds of 450Mbps or more; 
"theoretical" is key here, though, as 
without special antennas and cir- 
cumstances, lower speeds are more 
common. What's more, data transfer 
speeds generally top out in the 150 
to 200Mbps range for most Wi-Fi 
routers in real-world settings, with 
some rates significantly slower. 

The standard that almost every 
current generation device supports is 
802.1 In. Because 802.1 In devices are 
backward compatible, Tauschek says, 
there is still a "fair bit of 802. llg and 
802.11a in use"; these earlier stan- 
dards transfer data at speeds up to 
a theoretical maximum of 54Mbps. 
Tauschek says that most enterprise- 
class 802.1 In access points will prob- 
ably provide maximum data transfer 
rates between 200 and 250Mbps, 
which is roughly half the 450Mbps 
maximum claimed by some vendors. 
It's true that the wired connection at- 
tached to your Wi-Fi access point has 
a major effect on your wireless net- 
work performance, but frequencies 
also play a part. 

There are two common frequencies 
used with Wi-Fi. One is 2.4GHz, which 
Golvin says is the same frequency used 
for "Bluetooth, microwaves, some 
cordless phones, and other consumer 
devices" and "as a result, that fre- 
quency band can get quite congested 
and be subject to a lot of interference 



from other devices." The other fre- 
quency is 5GHz, which Golvin says 
"doesn't propagate well," meaning 
that it doesn't have as much of a range 
as 2.4GHz alternatives, but "fewer de- 
vices use this standard, so the band is 
cleaner." To boil it down, 802.11 stan- 
dards tell you how fast your network 
could be, while frequencies can maxi- 
mize or limit the range and connection 
reliability of the network. 

DEVICE DIFFERENCES 

In addition to 802.11 standards and 
different frequencies, the antennas 
and radios inside of networking de- 
vices also play a part in speed and 
overall performance. For instance, 
Tauschek says that some vendors are 
"really into antenna technology" and 
have actually created "antenna arrays 
that move around and are very intel- 
ligent." Some companies are also em- 
bracing beamforming, which "does a 
better job at getting around obstacles 
and dealing with hidden nodes and 
cross-channel interference," Tauschek 
says. These innovations could replace 
more standard devices that often 
have static antennas and can't neces- 
sarily home in on a signal as well as 
newer alternatives. 

When it comes to radios, Tauschek 
says that a typical Wi-Fi radio will 
operate at around 30 milliwatts and 
that "enterprise-class radios will go 
up to lOOmW." Still, he adds, many 
vendors are working on improving 
this technology and have some radios 
that can hit 200mW. And in theory, 
says Tauschek, "a higher powered 
radio is going to cover a bigger area." 

While antenna and radio consid- 
erations are important, there's also 
the issue of matching a networking 
solution to the devices you want to 
use. "If you really want to get the ab- 
solute best performance out of a Wi-Fi 
connection, especially in your home 
where you as a consumer are respon- 
sible for matching up the access point 
or the router and your devices, then 
you want to make sure that the two 
of them are taking advantage of the 



technology that each of them have to 
the best possible extent," says Golvin. 
This sentiment also applies to the cel- 
lular side where you won't get the full 
4G or LTE experience unless you have 
a phone that supports the network. As 
laptops, tablets, and smartphones con- 
tinue to evolve, you'll need to make 
sure your network supports whatever 
wireless standard is required for the 
best possible performance. 

MORE ON THE HORIZON 

With LTE already in place with most 
wireless carriers, it's not unreasonable 
to wonder what will come next in the 
cellular world. According to Golvin, the 
next stage of mobile networking will 
be LTE Advanced, which he says will 
go beyond current speeds of roughly 
15 to 20Mbps and could even exceed 
100Mbps. But he also points out that the 
potential performance of a cellular net- 
work is the amount of "regulated air- 
waves" or "licensed spectrum," which 
give carriers control over the quality of 
the service they provide over the net- 
work." 

Not to be outdone by cellular in- 
novation, Tauschek says, Wi-Fi tech- 
nology will grow exponentially, as 
well. For instance, the new 802.11ac 
standard will be "ratified later this 
year," says Tauschek, and could 
reach network speeds of an aston- 
ishing 7Gbps or higher. Even in a 
typical configuration, he says that 
companies could theoretically get 
speeds of 1.7Gpbs, while realistically 
settling in the 800 to 900Mbps range, 
which is almost four times faster than 
current speeds. And the good news 
is that you won't have to wait long. 
Tauschek says 802.11ac devices are 
already in the works and that the 
migration is going to happen "even 
more quickly" than the move from 
802.11gto 802.11n. 

With so many new technologies 
on the way and higher speeds than 
ever before, it's safe to assume that 
networking will once again change 
the way we live and work in the very 
near future. 
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Mobile Business 
Intelligence 

Data On The Go To Push Your Company Forward 



Business intelligence is nothing 
new to many organizations, and 
desktop-based solutions have been 
around for quite some time. One 
thing is new, though: Vendors that 
have built out their desktop BI of- 
ferings have also been working on 
mobile-based solutions. These mo- 
bile BI solutions take advantage of 
features specific to smartphones and 
tablets to provide information where 
and when it's needed. 



According to Joao Tapadinhas, 
research director at Gartner ( www 
.gartner.com ), "almost every [BI] 
vendor has a mobile BI solution," 
which means that companies today 
have plenty of options. Some solu- 
tions are more generic and others zero 
in on specific uses, but all of them 
provide beneficial information for 
companies in almost any industry. 
We'll explain how you can use mobile 
BI to improve your business processes 



and ensure your company's success 
for years to come. 

MOBILE BI USE CASES 

Companies that will get the most 
out of mobile business intelligence are 
those that understand the many dif- 
ferent applications for the technology 
as well as the best iteration for their 
needs. It's not what kind of informa- 
tion they can use, it's what they will do 
with the mobile BI solution and what 



Key 
Points 



Examine the most com- 
mon use cases for mo- 
bile business intelligence 
and find the one that fits 
your needs. But don't be 
afraid to come up with 
new ones as well. 



Consider the types of information 
you can gather with mobile BI that 
you can't get with desktop-based 
solutions and determine whether 
you can get that functionality from 
a desktop vendor's mobile offering 
or a separate solution. 



Customize your mobile 
BI solution as much 
and as often as possible 
to improve the user 
experience and make 
access to data easier 
and more intuitive. 



Don't assume that mobile 
B I is only a fit for certain 
industries. Most companies 
can find ways to leverage 
business intelligence to 
build stronger strategies and 
improve business processes. 
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the use case is," says Tapadinhas. He 
also points out that while vendors and 
companies are coming up with their 
own new use cases every day, com- 
panies should be aware of the most 
popular implementations. 

One particular use case — one 
that Tapadinhas says is "driving 
the market" — consists of using mo- 
bile BI as a management dashboard. 
Management dashboards provide 
a wealth of information for a va- 
riety of different topics, such as data 
center performance or even ware- 
house workflows. By using mobile 
BI to leverage these types of tools, 
you can give users "an interactive 
and engaging visual experience that 
we expect from a mobile device, but 
now with business information," 
says Tapadinhas. 

A similar use case allows com- 
panies to optimize the business 
processes of workers in the field. 
For example, Tapa- 
dinhas recounts 
a trip he took to 
Chile where a taxi 
driver "had a tablet 
in the car that he 
used to understand 
how much revenue 
he might get if he 
achieved a target." 
The driver was 
using business in- 
telligence to deter- 
mine when his shift 
should end and how 
many more fares he 
would need to reach 
his revenue goal. 

Another example of a mobile 
BI use case is with content mobi- 
lization. This is much less com- 
plex than creating a management 
dashboard or other tool for mo- 
bile use, and instead is designed to 
merely make sure that the BI con- 
tent you already have is mobilized 
and accessible on tablets, smart- 
phones, and other mobile devices. 
However, Tapadinhas cautions that 
this type of implementation "might 




"[Business intelligence] is about the 
value to the user. If the organization has 
a mobile or remote workforce that is in 
need of analytics, I would push as much 
[as possible] off the desktop to those mo- 
bile users. Retail is an excellent example. 
Help customer care with information 
about stock, specials, etc. on the show 
floor rather than pulling people to the 
register or another terminal. " 

John Myers 

senior analyst, Enterprise Management Associates 



You can still grab 
crucial customer infor- 
mation, data about 
industry trends, and 
other data that can 
be used to push your 
company forward and 
provide new business 
opportunities. 



frustrate user experiences, because 
it's not really optimized for a mo- 
bile device." 

The last use case Tapadinhas 
pointed out is for companies that 
want to use mobile 

BI for analytics or 

as a part of other 
mobile applica- 
tions. For instance, 
you can embed 
business intelli- 
gence into your ex- 
isting applications 
or take advantage 
of BI tools built 
into CRM and other 
commonly used 
programs. These 
tools will provide 
the same types of 
information you 
might expect from any other BI so- 
lution, but help gear it more to- 
ward that specific application. 

INFORMATION ACCESS & 
LOCATION-BASED BI 

The great thing about mobile busi- 
ness intelligence is that "there really 
isn't a type of information you can't 
get on a mobile BI platform that you 
can get with a traditional desktop 
solution," says John Myers, senior 
analyst at Enterprise Management 



Associates ( www.enterprisemanage 
ment.com ). You can still grab crucial 
customer information, data about in- 
dustry trends, and other data that can 
be used to push your company for- 
ward and provide new business op- 
portunities. And, depending on your 
device's network connection, you 
can access this information almost as 
quickly on a mobile device. Plus, mo- 
bile BI can also provide other types of 
information in ways that can't neces- 
sarily be done on desktop platforms. 

"What you get is added geoloca- 
tion data for the device being used," 
says Myers. "You can put that infor- 
mation into context of the analytics. If 
a customer is using their smartphone 
and you know the location, you can 
make specific location-based service 
options. If a sales rep or customer ser- 
vice member is using a core device, 
you know not only location, but [also 
the] identity of the sales rep's pat- 
terns. Both of these can be added into 
the equation where a static desktop 
solution tells you more about what 
city or ZIP code the analysis is being 
performed in." 

SUITES VS. SPECIALIZED 
SOLUTIONS 

Many vendors offer mobile ver- 
sions of their desktop-based busi- 
ness intelligence solutions, some 
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of which are simply mobile views 
while others are native applications, 
so that would be a good place to 
start. But depending on what types 
of information you are trying to col- 
lect, you might wonder whether or 
not you can get the functionality you 
need from a packaged BI suite or if 
you'll need to invest in individual- 
ized solutions. 

The truth is that there isn't one 
solid answer, because it ultimately 
depends on your specific use case, 
but luckily there are multiple op- 
tions available. 'There are all-in-one 
solutions that cover both traditional 
desktop and mobile BI," says Myers. 
"However, there are solutions that 
can meet special requirements for 
connectivity — for example, special 
hardware with radio connectivity — 
that meet particular needs." 

Tapadinhas says that most mo- 
bile BI solutions available on the 
market are for a generic purpose, 
which means they can be imple- 
mented in a variety of use cases. 
But he does add that some tools 
are better designed to support cer- 
tain types of information gathering 
than others. "For the two main 
use cases, pretty much every tool 
will deliver management dash- 
board and worker reporting," says 
Tapadinhas. "It's not limited by the 



tools, but instead by the strategy 
that the company has and the ob- 
jectives that it's trying to achieve. 
If you need mobile analytics or 
other use cases, then you would 
need to look 
deeper into the 
tool's capabilities 
to make sure it fits 
your needs." 



The ultimate goal 
of mobile business 
intelligence is to not 
only provide mobile 
workers with easy 
access to information 

... it is also about 
providing an experi- 
ence that will con- 
vince your workforce 
to take advantage of 
the BI solutions your 
organization has 
invested in. 



CUSTOMIZE 
THE USER 
EXPERIENCE 

If for any 
reason a mobile 
business intel- 
ligence solution 
just doesn't quite 
fit, keep in mind 
that most of these 
tools offer some 
form of custom- 
ization that may 
move them closer 
to your require- 
ments. And most 
vendors also offer take the stock config- 



of a BYOD (bring your own device) 
policy. Additionally, many mobile 
BI solutions offer customization 
options so users can quickly ac- 
cess data and know exactly what 
they're looking at. 
It all comes down to 
what your employees 
are comfortable with. 

"Customized pre- 
sentation layers are 
one of the aspects 
brought forward from 
traditional desktop 
BI platforms," says 
Myers. "Also, 'telling 
a story' with a par- 
ticular dashboard or 
presentation layer has 
always been a hall- 
mark of data visual- 
ization tools. I always 
recommend organi- 
zations to make their 
data visualizations 
resonate with their 
user base rather than 



different versions 
of their solutions 
dependent on operating system, 
so those solutions are specifically 
designed to work both with de- 
vices deployed by your organiza- 
tion and devices introduced as part 




"Companies look for mobile BI solutions 
that fit their existing BI strategy. I don't 
see too many companies that focus on BI 
capabilities trying to start with mobile 
BI. The capabilities they look for are the 
ability to integrate with the existing BI 
platform, being able to access the exist- 
ing BI content from the company data 
sources, and the ability to deliver man- 
agement dashboards." 

Joao Tapadinhas 

research director, Gartner 



urations." 

A FIT FOR ALMOST 
ANY COMPANY 

The ultimate goal of mobile 
business intelligence is to not only 
provide mobile workers with easy 
access to information; it is also 
about providing an experience that 
will convince your workforce to 
take advantage of the BI solutions 
your organization has invested in. 

"Mobile BI is more about ease of 
use, easy access, and information 
pervasiveness than mobility," says 
Tapadinhas. "You don't need to be 
a company with people working on 
the road or with large warehouses 
where people move around to use 
mobile BI. It's a great way of in- 
creasing the return on investment 
of existing BI platforms because 
with these tools and due to their 
ease of use, they'll be able to attract 
new users and that's always good 
for a BI environment." 



PCToday / August 201 3 47 



MOBILE OFFICE 

BUSINESS ON THE ROAD 




Smartphone Upgrades 

When It Is (& Isn't) A Good Time To Update Your Smartphone 



It is the best of times and it is the 
worst of times to own a smartphone. 
Without a doubt, today's smartphone 
users benefit from an explosion of 
available apps and more computing 
power than what many PCs had just 
a few years ago. But it is also a diffi- 
cult time when trying to decide if you 
need an upgrade. OEMs consistently 
launch phones packed with what they 
say are "next generation" features and 
computing power, while the real ben- 
efits of making the switch are not al- 
ways apparent. 

There are certainly times when up- 
grading your smartphone can make 
a lot of sense, of course. Only an OS 
or hardware upgrade, for example, 
might be necessary to run certain apps 
you need. But at least as often, users 
often confuse "nice to have" with "must 
have" features and end up investing in 
something that just does not work that 
much better than their old smartphone 



did. To get around the conundrum, here 
are some things to keep in mind when 
deciding when it is and isn't time to in- 
vest in something better. 

MAKING THE OS JUMP 

Whether your smartphone is running 
an older or a recent version of the OS it 
supports, upgrading to the latest release 
makes good sense. A case in point is 
Google's Android 4.2 (aka Jelly Bean). 
It definitely will tax older smartphones' 
CPU resources and memory to run it, 
but older and newer Android devices 
will benefit from better animations, user 
feedback, and other features. 

However, upgrading to a new OS 
has its caveats. The new OS can delete 
existing apps and data, or in the worst 
case, cause the device to crash beyond 
recovery, although this rarely happens. 
A rule of thumb is to back up your data 
before installing a new OS (hopefully 
you are backing up your smartphone's 



data regularly, anyway) in case the new 
OS installation removes any of the data 
you need. 

DO YOU REALLY NEED 
THAT 8MP CAMERA? 

Users continue to invest in PCs with 
faster CPUs even when they only run 
basic office and Internet applications 
and notice little, if any, performance 
improvements. Similarly, in the mobile 
space, your basic email, calendar, or 
Web browser apps are not going to run 
that much faster after upgrading to a 
1.4GHz from a 1GHz processor. 

Vendors also try to convince users 
to upgrade their devices based on 
smartphone-specific hardware features 
that they claim are important without 
making a solid case why you need 
them to work better. Bigger screens or 
cameras with more megapixels are a 
case in point. For work use, it almost 
goes without saying that neither of 
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these "improvements" will help you 
work faster or smarter. A larger screen 
will likely also result in an extra drain 
on the battery. 

FASTER NETWORK SPEEDS 

U.S. carriers have certainly made 
significant improvements to their cel- 
lular networks during the past few 
years. As an example, users have seen 
download speeds of well over 6.4Mbps 
when switching from 3G to newer-and- 
much-f aster 4G networks. Users who 
consistently download large files or 
stream video feeds to their smartphones 
are definitely able to benefit from up- 
grading to devices that can take advan- 
tage of fast network speeds. 

However, once again, the usefulness 
of the feature depends on what you 
use your smartphone for. Being able 
to download your push email faster or 
quicker access to Web browser content 
may not be worth the upgrade cost for 
many users. And for users who need to 
conserve their smartphone battery life 
for as long as they can, 4G networks can 
drain much more power than 3G con- 
nections do. 

TIMING THE UPGRADE 

Phone carriers have largely subsi- 
dized the smartphone boom by selling 
devices below their suggested manufac- 
turer retail price to entice customers to 
buy into their often costly data service 



plans and two-year contracts. An up- 
grade can certainly make sense at the 
end of the contract period, but before 
that, paying a hefty premium for a new 
device or OS becomes a very expen- 
sive proposition. For enterprise buyers 
who are outfitting hundreds or even 
thousands of users, the price gouge 
is compounded. 

Vendors and carriers, of course, will 
always tout the new features of their 
new devices as major advances in mo- 
bile technology. But for the reasons de- 
scribed above, a new processor, screen 
size, or other hardware upgrade is prob- 
ably not going to improve your mobile 
computing experience enough to com- 
pensate for the hefty markup you pay 
for a new device purchased before the 
contract period is over. 

Many users also hesitate to upgrade 
when their contract period is over, 
hoping that a new "next-big-thing" 
smartphone launch is just around the 
corner. Many users do this because they 
have been burned before, such as when 
they are locked into a new contract just 
weeks before a phone with much better 
features goes on sale. 

But guessing when a much better 
phone will launch is often like trying 
to guess when a company's share price 
is going to go up. Even journalists who 
obsessively track smartphone releases 
usually do not know when a vendor 
will launch a new phone with major 



improvements. So once the contract pe- 
riod is over, it is usually best to upgrade 
to something new instead of waiting for 
when and if something better becomes 
available for the same price. 

THE BACKUP IMPERATIVE 

If you are not regularly backing up 
your smartphone's data to an enter- 
prise or cloud server, then download 
the right app now and begin making 
backups today. If your smartphone does 
not offer this capability, then now is the 
time to upgrade your device to begin 
making those backups. In fact, one of 
the most legitimate reasons to invest 
in an upgrade is to be able to add data- 
recovery security to the repertoire of 
available apps that your smartphone 
can run. The reason becomes painfully 
obvious once you lose your smartphone 
that contains the only copies of your 
contacts, calendars, and critical data. 

However, the upgrade you choose 
for backups should hinge on which 
solution offers the best fit with your 
company's network. Some enterprises 
have systems in place that automati- 
cally back up and store mobile data 
through cellular connections, but the 
new phone you choose will require an 
OS that is compatible with that soft- 
ware. If your enterprise does not have 
a backup system in place for mobile de- 
vices, cloud alternatives exist for mul- 
tiple platforms. 



FUTURE SNAPSHOT: 
SMARTPHONES IN 2016 



According to 
IDC, global 
smartphone 
shipments will see 
a 12.7% compound 
annual growth rate 
overall between 2012 
and 2016. This chart 
shows the break- 
down by OS as fore- 
cast for 2016. 



BlackBerry OS 

5.9% 

(12.1% CAGR) 




Others 

3.0% (-5.4% CAGR) 




Android 

52.9% 

Windows (9.5%cagr) 



(46.2% CAGR) 



¥ 



A FEW SPECS TO WATCH FOR 

CPU: Processors with clock speeds around 1.5GHz are 
excellent. Look for dual-core CPUs for better multi- 
tasking; some smartphones even sport quad-core CPUs. 
Memory: Try to find a smartphone with at least 1GB 
RAM; 2GB is better and is becoming more common. 
Storage: Although sometimes referred to as "memory," 
internal storage is a separate category. Many smart- 
phones have at least 8GB of storage these days; some 
have 16GB or more. If you expect to need more, get a 
phone with more at the outset or one with a memory 
card slot. 

Battery: Longer life per charge is obviously better, so 
compare before buying; 8 hours is common, but many 
smartphones offer around 12 hours. 
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Mobile Banking 

How Banks & Mobile Devices Are Coming Together 



As mobile devices continue to be- 
come more central to our everyday 
lives, we continue to find new ways 
in which they can help us accomplish 
everyday tasks. This includes such 
banking tasks as checking account bal- 
ances, transferring funds, paying bills, 
depositing checks, reviewing transac- 
tions, and receiving automatic notifica- 
tions and alerts. Banks, meanwhile, are 
recognizing the importance of offering 
features such as these in order to attract 
new customers, retain current ones, re- 
duce operating costs, and compete with 
third-party companies offering mobile 
wallets and other products that handle 
mobile financial transactions. 

THE NUMBERS 

Banks are devoting more attention to 
mobile banking, and the massive adop- 
tion of mobile devices globally is a big 
reason why. Juniper Research ( www 
,j un i perresearch.com ) has estimated that 



by the end of 2017, more than 1 billion 
mobile phone users will have used a 
mobile device for a bank-related pur- 
pose compared to 590 million this year. 
Forrester Research ( www.forrester.com ) has 
predicted 108 million U.S. users will use 
mobile banking by 2017. Survey results 
the Federal Reserve released in March 
2012 found 21% of mobile phone owners 
had used mobile banking in the previous 
12 months, while another 11% believed 
they would in the coming year. Javelin 
Strategy & Research ( www.jave I i nstrategy 
.com ), meanwhile, reported 29% of U.S. 
mobile users have checked balances, 
paid bills, transferred funds, received 
alerts, and deposited checks via an app, 
mobile browser, or text messaging. 

Nitin Bhas, senior analyst with 
Juniper Research, says rising demand 
for mobile banking services is " gener- 
ating steady growth in the number of 
m-banking vendors providing enhanced 
capabilities and extending the scope of 



financial products and services — a trend 
further augmented by significant re- 
cent innovations in mobile technology/' 
Technology providers, mobile network 
operators, and banks, Bhas says, are col- 
laborating to "build an ecosystem with 
a strong back-end that stimulates mo- 
bile money transferal." Greater customer 
demand for real-time account man- 
agement and consumer autonomy, he 
says, means "M-banking is no longer 
regarded as a luxury product but an es- 
sential banking facility." 

Eventually, says Stessa Cohen, re- 
search director with Gartner (www 
.gartner.com ), consumers will seek out 
banking services not from notebooks or 
PCs but from always-handy tablets and 
smartphones. Requiring consumers to 
become online bank customers before 
using mobile banking is "like saying, 
'You better really understand where 
all your spark plugs are before you get 
a driver's license/ It usually doesn't 



50 August 201 3 / www.pctoday.com 



MOBILE OFFICE 

BUSINESS ON THE ROAD 




" [Mobile banking] is no longer regarded 
as a luxury product but an essential 
banking facility/ 7 



Nitin Bhas 

senior analyst, Juniper Research 



"Banks have to look at [mobile banking] 
as not just an adaptation of online 
banking but from an app perspective." 

Stessa Cohen 

research director. Gartner 




happen." Banks must "assume that a 
customer can start from anywhere and 
be any kind of customer," she says. 

APPS & SERVICES 

Banks are offering more mobile 
banking abilities to prevent current cus- 
tomers from switching to institutions 
that already provide what they desire. 
This can include account activity and 
balance notifications, fund transfers, 
and access to finance management tools. 
Two features garnering particular at- 
tention are mobile check deposits and 
mobile photo bill paying, which involve 
using a device's camera. 

Mobile payment options in general 
are receiving considerable interest. The 
Federal Reserve states that although 
U.S. adoption has been slow, mobile 
payment options may gain popularity 
as technologies — such as NFC (near 
field communications), which enables 
"touchless" payments at cooperating 
retailers — evolve and services are more 
widely supported and accepted. ABI 
Research ( www.abiresearch.com ) has pre- 
dicted payments made via NFC tech- 
nology will reach $191 billion per year 
by 2017. Cohen says banks must heed 
intermediate services that make such 
tasks as person-to-person payments 
easier and faster to do. Users, she says, 
don't want to wait for banks to offer 
such functionality. If reports prove ac- 
curate, more banks will deploy mobile 
wallet-like services in the coming years. 

Currently, Bhas says, most banks 
provide at least one mobile banking ser- 
vice via messaging, mobile browser, or 
app. Some larger banks are deploying 
two or more of these technologies to- 
gether, especially where there's strong 
mobile device penetration, he says. 
Although messaging is highly popular, 
Bhas says, apps will become the domi- 
nant access mode in developed markets. 

DESIRED FEATURES 

According to a study from Varolii 
( www.varolii.com ), banking features that 
consumers most want include alerts 
concerning accounts and irregular ac- 
tivity (54%), loan or bill payments (51%), 



automatic low-balance alerts (46%), 
transferring funds to outside accounts 
(44%), check deposits (43%), and auto- 
mated bill-payment reminders (41%). 
Varolii also reports roughly two in three 
users believe banks should be respon- 
sible for immediately notifying users of 
low balances or insufficient funds. 

Cohen says recent Gartner data in- 
dicates 13% of U.S. respondents use a 
smartphone at least once daily to check 
balances, initiate transfers, or receive 
answers to queries, while 18% do the 
same online; 6% have deposited a paper 
check via smartphone in the last three 
months. Cohen says a current driver 
for mobile banking is remote check de- 
positing, "a mundane task pretty well 
understood by both banks and con- 
sumers" but not something users want 
to go to the branch to do. 

Amid the hype now around mobile 
banking, Cohen says, lies the ques- 
tion of whether mobile bank con- 
sumers are doing more than checking 
balances, making fund transfers, and 
paying bills. "They're starting to with 
functions such as remote deposit cap- 
ture." One barrier banks face is taking 
enough of an app mindset when cre- 
ating apps that meet specific customer 
needs. "Banks have to look at [mobile 
banking] as not just an adaptation of 
online banking but from an app per- 
spective," she says. Customers that 
must navigate through several app 
menus just to locate a nearby ATM, 



for example, will be less likely to use 
the app. 

SECURITY CONCERNS 

Security concerns are a notable 
reason why more users have yet to 
adopt mobile banking and mobile pay- 
ments. Bhas says mobile commerce se- 
curity challenges are centered on three 
primary areas: the device (protection 
from unauthorized use is required), 
radio interface (protection from such 
threats as eavesdropping), and the m- 
commerce application (transactions re- 
quire authentication and authorization 
by both customer and financial institu- 
tion). Ultimately, Cohen says, device 
limitations or security concerns may 
prevent banks from offering certain 
functionality, but banks must commu- 
nicate to customers why or why not 
certain functionality is provided and 
distinguish when security is a factor. 

Overall, Cohen says, banks that 
simply offer alerts and push-pull 
methods can do much to enhance cus- 
tomer experience. "In a lot of ways 
banks don't do enough in this regard 
to help their customers manage their 
money," she says. "If they looked at mo- 
bile banking in conjunction with what 
they're doing in other areas, particularly 
around personal financial management, 
they could create some functionality just 
around alerts that would help their cus- 
tomers and get them using their mobile 
devices more frequently." il 
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Tablets For Business 



Top Features To Consider 



Perhaps the tablet computers 
your employees are using are start- 
ing to show signs of age. Or maybe 
you're intrigued by the possibil- 
ity of buying tablets for your em- 
ployees for the first time. You are 
not alone, as businesses of all sizes 
are increasingly finding that tablets 
are worthy alternatives to laptops 
in certain situations, or worthwhile 
second devices for salespeople and 
mobile workers in general. How- 
ever, we won't try to convince you 
of the benefits of tablets here; 
rather, we'll run through the fea- 
tures you should consider if you're 



looking for new or updated tablets 
in today's market. 

PRICE 

If email and a modicum of produc- 
tivity power are in order, you can get 
away with using tablets that retail in 
the $300 to $400 range. But if you want 
versatility, consider $500 as your bare 
minimum and be prepared to pay $600 
or more per device. If low cost is of pri- 
mary concern, know that you tend to 
get what you pay for with tablets these 
days, so if you're expecting a lot from 
a low-end tablet, you might be better 
off investing in newer smartphones. 



Operating system has a great deal to 
do with price, so read the next section 
for relevant cost information. 

OPERATING SYSTEM 

There are three major operating 
system players in the tablet game: 
Apple's iOS, Google's Android, and 
Microsoft's Windows 8. Because An- 
droid is an open platform, tablets run- 
ning Android cost less (usually in the 
$300 to $400 neighborhood) than those 
running iOS ($329 to $929) or Win8 (typ- 
ically $500 or more). Windows tablets 
most closely resemble full-sized com- 
puters in their ability to run a variety of 



If low cost is of primary concern, know that you tend to get what you pay for 
with tablets these days, so if you're expecting a lot from a low-end tablet, 
you might be better off investing in newer smartphones. 
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As with display size, it's easy to take note 
of the advertised maximum battery life 
and not look any deeper, but it's worthwhile to read 
some user reviews for real world examinations of 
a tablet battery's life per charge. 



standard programs, including business 
staples such as Microsoft Office; this, 
combined with computing power, are 
what drive these devices to command 
higher prices. If you are consider- 
ing an iOS or Android device, thor- 
oughly investigate the corresponding 
app stores and the tablets' hardware 
capabilities to make sure the range 
of apps and tablet power will meet 
your needs. 

PROCESSOR 

The higher the processor's clock 
speed, the better; keep in mind, 
though, that most tablets have clock 
speeds slower than 2GHz. It's tempt- 
ing to sum up a processor's power 
based solely on clock speed, but also 
consider the number of cores (dual- 
core is common now, and quad-core is 
becoming more so), the cache (if indi- 
cated, 1MB is fine but more is better), 
and graphics processor capabilities 
(which are important mainly if your 
employees work with high-resolution 
images and video). A lesser processor 
may work fine for an Android tablet, 
but more powerful components over- 
all are required to capably run Win8. 

MEMORY 

When discussing mobile devices, 
some users and vendors use "mem- 
ory" and "storage" interchangeably 
depending on the context, but these 
are two separate things. As with RAM 
(random-access memory) in a full- 
sized computer, the memory in a tablet 
determines how much data the de- 
vice can juggle (or keep at the ready) 
at once, so more is better, especially 
for more intensive applications and 
multitasking. Consider 1GB a doable 
minimum, but 2GB or 3GB offer better 
performance and tablets with 4GB 
memory are increasingly available. As 
with processing power, more memory 
is particularly essential for tablets run- 
ning Win8. 

STORAGE 

Tablet pricing is often tied in part 
to storage capacity, or the amount of 



space available to hold apps and all 
manner of files. Most tablets use flash 
memory, with capacities generally 
ranging from 16GB to 64GB. Note that 
there is sometimes a significant differ- 
ence between the capacity a tablet is 
listed as having and the capacity that is 
truly available to the user, which is due 
to the amount of space required by the 
OS and system files, so include this in 
your research before deciding what ca- 
pacity is appropriate for your workers. 

DISPLAY, SIZE & WEIGHT 

We combine these three character- 
istics because a tablet's display size 
is directly connected to a tablet's 
overall size. Check system specs and 
user reviews to make sure the screen 
is durable, offers precise multitouch 
control, provides good imaging in 
bright light and other circumstances, 
and is not overly susceptible to glare 
or smudging. Also consider whether 
high definition and wide viewing an- 
gles are important. Otherwise, simply 
choose based on the size that's most 
appropriate for those using the tab- 
lets. On average, tablets have 10-inch 
screens (measured diagonally), with 
other sizes ranging roughly from 7 to 
12 inches. Most weigh between 1.25 
and 2.5 lbs. 

WIRELESS 

Tablets overwhelmingly come with 
integrated Wi-Fi radios; fewer offer 
cellular connectivity, Bluetooth, and/ 
or GPS. Look for Wi-Fi that supports 
the 802.11a/b/g/n standards; 802.11n 
is newest and delivers the best func- 
tionality. At first glance Bluetooth may 
not seem necessary, but before dis- 
missing it as a determining factor in 



your purchase, find out whether users 
may need to use Bluetooth accessories 
such as headsets or keyboards. 

BATTERY LIFE 

As with display size, it's easy to 
take note of the advertised maximum 
battery life and not look any deeper, 
but it's worthwhile to read some 
user reviews for real world exami- 
nations of a tablet battery's life per 
charge. Also keep in mind that usage 
determines battery life, so although 
an advertised 12-hour battery life 
sounds great, it might not take into 
consideration heavy wireless, video, 
or graphics usage. Most tablets use 
a lithium polymer battery that, de- 
pending on overall device hardware 
and usage, will last between 4 and 18 
hours per charge. 

PORTS & EXTRAS 

Tablets are notoriously light on 
ports, so make sure the tablets you 
buy have the quantity and type of 
ports necessary for your employees. 
Standard 3.5mm headphone jacks are 
common, as are HDMI and USB, but 
keep in mind that these aren't all the 
same; there is HDMI vs. Micro HDMI, 
for example, as well as Micro USB vs. 
full-sized USB, and older USB stan- 
dards vs. the newer USB 3.0. In fact, 
there are far more port differences 
than these. Tablet extras to consider 
include built-in speakers and micro- 
phones (most have these), cameras 
(many have them, but they vary in 
functionality and quality; choose 
carefully if videoconferencing is im- 
portant), security features (such as 
biometrics and face detection), and 
detachable keyboards. 
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Get Connected 

How To Set Up A Small Office Wireless Network 



NO DOUBT WIRELESS DEVICES have 

revamped how businesses and 
workers function. Many experts, in 
fact, believe that a business without 
a wireless network up and running 
is doing a great disservice to its 
workers, partners, and customers by 
not taking advantage of the wireless 
equipment at its disposal, including 
notebooks, smartphones, tablets, 
printers, storage devices, and secu- 
rity cameras. Essentially, setting up 
a wireless network in a small office 
building turns the office into one 
big Internet connection, enabling 
employees to work more freely and 
productively. 

In this article we detail what's in- 
volved in setting up a wireless net- 
work in a small office building, the 
required equipment, advice for what 
and what not to do, and various ex- 
penses you can expect for a recom- 
mended configuration. 



KEY CONSIDERATIONS 

Why bother setting up a wireless 
network if the business already has a 
wired network? According to many 
experts, getting on the wireless band- 
wagon is just smart business, partly 
because doing so allows employees 
to use their devices throughout the 
building in conference rooms, break 
rooms, and other locations away from 
their desks. The result is enhanced 
productivity in terms of better col- 
laboration among co-workers and the 
ease of connecting to the company 
network to access, sync, and share 
files and other information. Further, 
creating a company Wi-Fi network 
offers a speed upgrade over mobile 
devices' slower and more expensive 
3G and 4G cellular connectivity. 

Elsewhere, creating a wireless 
network also provides an appreci- 
ated service to guests and customers 
(which many experts consider vital), 



makes it easier to connect users to the 
corporate network, allows the organi- 
zation to eliminate much of the phys- 
ical cabling associated with a wired 
network, and enables the company to 
utilize office space in new ways. 

Setting up a wireless network is 
much easier today than in the past, 
though there are still important con- 
siderations to ponder before buying 
equipment. For example, a basic, in- 
expensive wireless router may suffice 
for establishing wireless connectivity, 
but such a device likely won't provide 
the type of business-quality perfor- 
mance and coverage desired. Overall, 
businesses should determine how 
many wireless devices will connect 
to the network, including at any one 
time, and what applications the busi- 
ness will primarily use the network 
for. Streaming a lot of high-quality 
video, for example, will have a defi- 
nite impact on performance. 
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Most vendors "are either shipping or 
on the cusp of shipping 802.11ac access 
points." If your preferred vendor does, 
going the 802.11ac route will provide your 
business with some future-proofing. 



Mark Tauschek 

lead research analyst, Info-Tech Research Group 



THE RIGHT PATH 

While "Wi-Fi" is the common 
name associated with wireless net- 
works, it's actually a wireless tech- 
nology for establishing Internet and 
network connections based on nu- 
merous wireless networking stan- 
dards. The most current standard is 
802.1 In, and a wireless router with 
dual-band 802.1 In support can op- 
erate on both 2.4GHz and 5GHz fre- 
quencies and offer theoretical speeds 
of up to 450Mbps. Overall, Mark 
Tauschek, Info-Tech Research Group 
( www.infotech.com ) lead research an- 
alyst, advises buying at least a 2x2 
MIMO (multiple input/multiple 
output) dual-band 802.1 In router. 

Businesses implementing a wire- 
less network for the first time, how- 
ever, are on the edge of the oncoming 
802.1 lac standard (also referred to as 
"5G Wi-Fi"), which promises speeds 
about three times faster than 802.1 In, 
as well as better range, more reliable 
connectivity, and improved power 
usage. Tauschek says the benefits of 
an 802.1 lac router aren't readily ap- 
parent now "because there aren't a 
lot of 802.11ac clients," but by late 
2014 there will be. 

Most vendors, he says, "are either 
shipping or on the cusp of shipping 
802.1 lac access points." If your pre- 
ferred vendor does, he says, going 
the 802.1 lac route will provide your 
business with some future-proofing. 
Additionally, 802.11ac is back- 
ward compatible with 802.11a/g/n 
standards, meaning existing and 
upcoming tablets, smartphones, note- 
books, etc. will be supported. 

OTHER EQUIPMENT 

Overall, Tauschek believes it's 
important for any business to buy 
business- or enterprise-class wire- 
less equipment. For security, man- 
ageability, and other reasons, he 
strongly recommends against using 
a consumer-grade Wi-Fi router, 
which won't provide the additional 
security features a business should 
possess. Tauschek also recommends 



building the network for capacity 
vs. coverage. An office with 15 or 20 
workers, for example, should avoid 
a situation in which 30 or 40 wireless 
devices are connecting to a single ac- 
cess point, particularly considering 
that it is relatively inexpensive to 
buy additional access points to ex- 
tend the network's coverage. 

For a typical standalone office 
with a couple dozen employees 
located across one or two floors, 
Tauschek advises using five or so 
access points. For security, manage- 
ability, and network visibility pur- 
poses, he advises spending extra for 
an enterprise-grade solution with 
cloud manageability. Though some 
consumer Wi-Fi routers provide a 
few advanced abilities, such as basic 
guest access and traffic segmenting, 
he says, a cloud management solu- 
tion is a better fit for small offices, 
particularly those that are branch 
offices of a larger organization and 
are looking to extend the wireless 
infrastructure of that head office. 

Going this route, Tauschek says, 
will provide access to enterprise-class 
authentication and encryption secu- 
rity as opposed to using home router- 
like WPA-2 PSK security, which 
offers good encryption but entails all 
network-connected devices using the 
same pre-shared key that "can leak 
and get in the hands of other people." 

Typically, managed cloud solu- 
tions include such features as rogue 
AP (access point) detection, better 
traffic segmentation and control over 
guest traffic, enhanced configura- 
tion options (such as time limits for 



guest access), and visibility into client 
locations and potential misuses of 
the network. Tauschek says an en- 
tire wireless network setup including 
router, five access points, and cloud- 
management solution likely would 
fall in the $2,000 to $2,500 range but 
differ depending on the APs used 
and the costs of ongoing manage- 
ment, support, and maintenance. 

POTENTIAL PITFALLS 

Generally, Tauschek says, there's 
not much to setting up a wireless net- 
work in a small office. "The pitfalls 
would generally be around configu- 
ration," he says. "Make sure that if 
you're going to use an enterprise-class 
authentication and encryption pro- 
tocol," you ensure "all the users are 
in the authentication database, which 
can be right on the access point." 

For office buildings with trickier 
layouts, surveying the physical 
space can identify potential problem 
spots, such as metal shelving or liq- 
uids that could impact wireless sig- 
nals in a warehouse setting. Here, 
strategically locating APs can help. 
For example, placing APs higher up 
on walls or in the ceiling is more 
ideal than on a desk. 

"The biggest pitfall is that people 
try to do [wireless networking] on 
the cheap," Tauschek says. "They 
figure, 'Oh, I've got good coverage,' 
and they might, but they don't have 
capacity, so they'll start to end up 
with saturation when they get a 
lot of users and devices on the net- 
work, [which] will negatively influ- 
ence the network." 
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Smartphone Tips 



Time-Saving Advice 



WINDOWS PHONE 



GET AUDIBLE EMAIL 
NOTIFICATIONS 

> If you're waiting for an im- 
portant email but don't want 
to have to keep looking at 
your Windows Phone 7 de- 
vice, you can temporarily set 
up an email tone. To do this, 
select Start and Settings, tap 
Ringtones & Sounds, and tap 
Sound in the New Email sec- 
tion. Then just select the no- 
tification sound you want. 
From this menu, you can also 
set or change your voicemail 
and text message tones. Check 
boxes also let you disable and 
enable audio feedback for ap- 
pointments, key presses, and 
locking and unlocking. 



SETUP FIND MY PHONE 

> Whether your Windows Phone 8 smartphone falls between the seat cushions at home or 
gets lost or stolen while you're in an airport, the newest version of the OS includes a Find 
My Phone feature that has you covered. Rather than set this service up on your phone, you 
must visit www.windowsphone.com , create an account if you don't already have one, and then 
activate the service. 

When you visit the website, click the phone icon in the upper right corner, and select 
Find My Phone. After you activate the service, this is the same place you can go to make 
remote changes to your device. You can map your phone's location, lock the phone and 
show a message on the lock screen, or completely erase the data from your phone if you be- 
lieve the phone has become permanently lost or stolen. Regardless of how careful you are 
with your Windows Phone 8 device, it's a good idea to set up Find My Phone just in case. 

WORD MOBILE TIPS 

> To create a new Word Mobile document, flick left from the Start menu to access the App 
list, and then tap Office. Next, flick the screen to the left to access Documents, tap the plus 
sign icon adjacent to New Document, and then tap Word Document. The on-screen key- 
board will appear and you can begin composing right away. 

To view and edit existing Word documents using Microsoft Word Mobile, swipe your 
finger to the left on Start to access the apps list, and then tap Office to launch the application. 
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SEND ANNOYING CALLS 
DIRECTLY TO VOICE MAIL 

> We all have them: that person or 
company that keeps calling multiple 
times a day. You can ignore the call, 
and eventually the caller will either 
hang up or be routed to your voice 
mail. But why not save time (yours, 
that is), and send them to your voice 
mail to begin with? 

Bring up your list of contacts. Select 
the annoying caller from the list, and 
tap the Menu button. Tap Options and 
place a check mark in the Incoming 
Calls: Send Directly To Voicemail box. 

SET OR CHANGE 
DEFAULT APPS 

The Android OS allows you to set 
default apps for just about everything. 
Have a favorite browser and mes- 
saging client? No problem. Android 
will be happy to use them as the de- 
fault applications. Likewise, if you're 
tired of the email app you installed 
and you want to try another, you can 
do it without removing the first app by 
changing the "use as default" settings. 

Select Menu, Settings, Applications, 
Manage Applications. Scroll through 
the list of applications and select the 
app you wish to deselect as the default. 
In the Application Info section that 
opens, scroll down and tap the Clear 
Defaults button. 

The next time you use another app, 
or perform an action that requires an 
app to open where no default is set, 
Android will ask if you wish to use the 
app as the default. 
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KEEP YOUR SCREEN 
FROM AUTO ROTATING 

>* Most of us have a love/hate re- 
lationship with a particular feature 
of newer smartphones and tablets: 
the ability of the phone or tablet to 
automatically change screen orien- 
tation when we rotate the device. 
The problem is that most devices 
are just a little too sensitive and 
change orientation in response to 
the slightest tilt or movement. 

You can lock the display ori- 
entation with a few taps. Select 
Device Settings, and then scroll to 
select Display. Remove the check 
mark from the orientation item 
that says, "Switch orientation au- 
tomatically when rotating phone." 

For most Android phones, 
this process will lock the display 
in portrait mode. If you prefer to 
lock the phone in landscape ori- 
entation, you will have to install a 
third-party app to add this capability. 
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Some smartphones are so sensitive that they 
switch between portrait and landscape orienta- 
tion at the slightest movement. Fortunately, 
there's a lock for that. 



IGNORE WITH TEXT 

>■ One downside to smartphones is the expectation that you'll be connected and 
available 24/7. Your co-workers, family, or friends may think you can drop ev- 
erything to take their calls, but you may have more important things to do. 

That doesn't mean you have to ignore them, though. If your smartphone is run- 
ning Android 2.3 (aka Gingerbread) or later, you can send a canned text response. 

You can usually find the feature, known as Ignore With Text, in the mcoming 
call screen. There are three options: Pick Up, Ignore, and Ignore With Text. 
Selecting the Ignore With Text option presents four canned text messages to 
choose from, plus the option to create your own custom messages. The canned 
messages run along the lines of "Can't talk now " and "Call me later." If none of 
the canned messages are suitable, you can create your own, such as "I'm up to 
my eyeballs in alligators. Please call back later." You can be as succinct or as cre- 
ative as you like. 



You can banish annoying repeat callers in Android by selecting their names from your 
Contact list and putting a check mark in the All Calls To Voicemail box. 
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NIX POP-UPS 

> If you're weary of unintention- 
ally making pop-up menus ap- 
pear on your keyboard-based 
BlackBerry smartphone, there's an 
easy fix: turn off pop-up menus. 
Select the Options icon on the 
Home screen. Select Typing And 
Language and then Touchscreen 
Sensitivity. Remove the check mark 
from the Open Pop-up Menu On 
Touch-Hold check box. Press the 
Menu key and then select Save. 

OPEN APPS QUICKLY 

> Are there certain apps you ac- 
cess frequently on your keyboard- 
based BlackBerry smartphone? 
If so, you can configure specific 
keys to quickly launch those apps. 
Select the Options icon on the 
home screen. Select Device and 
then Convenience Key. Add the 
appropriate information to the 
Convenience Key Opens field, de- 
pending on the app you want to 
launch and the key you want to 
use to launch it. When you're done 
making changes, press the Menu 
key and then select Save. 

CLOSE BACKGROUND APPS 

> To free up a few CPU cycles, just 
press and hold the Menu button 
to display a list of recently opened 
applications, select an application 
you want to close, press the Menu 
button, and then select Close to 
fully exit the application. To access 
this list on an older BlackBerry OS 
5-based device, just press the Menu 
button twice in quick succession. 
Perform the same steps to close the 
applications. 



CONFIGURE FOLDERS FOR SYNCING 

>* To take control over which folders and items get synced to your BlackBerry, 
you need to first make sure your BlackBerry is set to sync at least one email ac- 
count. Then, launch the Messages app, press the Menu key, select Options, select 
Email Settings, press the Menu key again, and then select Folder Redirection. 
Expand the folders if necessary, and then select the folders you want to redirect. 
When you're finished, press the Menu key and then select Save. 

PASSWORD KEEPER 

> It seems like every website you use re- 
quires a username and password, and it's 
not safe to use the same password for all of 
them. Also, some sites even require you to 
regularly change your passwords. To help 
you keep track of them all, BlackBerry offers 
the Password Keeper utility, an application 
that lets you record and manage all of your 
usernames and passwords in one place. 

To launch Password Keeper, select the 
Applications folder from the main menu 
and then select the Password Keeper icon. 
The first time you launch the utility, you 
will be prompted to choose and confirm 
a new master password. Enter your pass- 
word and select OK. To add a new entry, 
press the Menu key, click New, type the 
relevant information (username, password, 
website), click the trackpad /trackball, and 
then click Save. 

Password Keeper can also generate random passwords of any given length 
with letters, numbers, and symbols. To do this, click the Menu button from 
within Password Keeper, select New, press the Menu button again, and select 
Random Password. Use the Options menu option to adjust the parameters of the 
random password. Now that remembering passwords is no longer a problem 
(just don't forget your Password Keeper password), you can fortify all those 
weak passwords you've been using and reusing. 

Now that remembering passwords is no longer a problem 
(just don't forget your Password Keeper password), 
you can fortify all those weak passwords 
youVe been using and reusing. 
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Password Keeper for your BlackBerry 
keeps track of all your usernames 
and passwords. 
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SLEEP TIMER 

> Remember that old clock radio 
from your childhood? You could 
set it to let you fall asleep to music. 
After a predefined period, the radio 
would turn itself off. Your iPhone 
has the same capability, although 
it's hidden away. 

You probably briefly glanced at 
the Clock app that's included with 
your iOS device, set the time, and 
then never looked any deeper. 
Hidden within the Clock app is a 
sleep timer that will set the iPod 
app to play for a specified period 
of time and then quit. Launch the 
Clock app and tap the Timer tab. 
Use the dials to set the number of 
hours and minutes you want the 
timer to run. Tap the When Timer 
Ends button. Scroll through the list 
of sounds that can be played and se- 
lect the Stop Playing option. When 
the timer finishes counting down, 
it will quit playing whatever is run- 
ning in the iPod app. 




Hidden within the Clock app 
is a sleep timer that will set 
the iPod app to play for a 
specified period of time. 



IMPROVE YOUR PHOTOS 

> Pro and semi-pro photog- 
raphers know that clicking the 
shutter button on a camera causes 
the camera to shake. This may not 
be that important when you're 
shooting in bright light or using a 
high-speed shutter setting. But in 
low light and at low shutter speeds, 
even a little bit of camera shake can 
cause blurry images. 

The iPhone doesn't have a mechan- 
ical shutter, but you can still end up 
with blurry images. More often than 
not, when you try to hold your iPhone 
steady while you tap the shutter icon, 
your hand will cause the iPhone to 
move slightly. Here's a better way. 

Plug your headphone cord into 
your iPhone — you know, the one 
with the volume buttons built into the 
cord. Get your iPhone ready to shoot 
an image, but instead of tapping the 
shutter icon, press the volume button 
on the headphone cord. You should 
get a nice clear image because you 
didn't have to tap the iPhone. 




There's a trick to avoiding blurry images 
when you use your iPhone camera. Believe 
it or not, it involves your headphone cord. 



AIRPRINT ADVICE 

> The iPhone has had the ability to print to a wireless printer since the 
iPhone 3GS, but for many of you, the ability to print from your iPhone re- 
mains a mystery, something that appears to require special incantations and 
the proper phase of the moon. In reality, most of the problems that individ- 
uals experience when trying to print from their iPhones are caused by using 
the wrong type of printer. The printer must support AirPrint protocols, and 
must be connected to the same Wi-Fi network as the iPhone. You can check 
the printer's manual or the manufacturer's feature list to ensure that it sup- 
ports AirPrint. If it does, here's how to print from your iPhone. 

The AirPrint-enabled printer must be connected directly to your Wi-Fi 
network. It can't be connected indirectly through a Mac or PC, or through a 
third-party wireless printer adapter. To print from your iPhone, bring up an 
app and select the page you wish to print. Tap the Action button, then tap 
the Print button. In the dialog box that opens, configure any relevant printer 
options, such as page size or number of copies, and then tap Print. 
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Social Media Privacy Tips 

Protect Your Data In Linkedln, Facebook, Google+ & Twitter 



Whenever you use a social net- 
working site or other Web-based ser- 
vice, your privacy is at risk. Because 
accidents and privacy glitches can and 
do occur, the most conservative rule of 
social networking is to never post any- 
thing (even in private) that you would 
be embarrassed about if it were avail- 
able for the world to see. Of course this 
approach can be impractical, especially 
when using a social media service for 
personal use where the whole point is 
to share different kinds of information 
with different sets of people. 

To address the privacy concerns of 
users and regulators alike, social media 
service providers offer numerous tools 
for controlling what personal informa- 
tion and content can be accessed by 
whom. However, although some of 
these tools are easy to find and straight- 
forward to use, others are not. This ar- 
ticle will arm you with the information 
you need to use these tools well. 



LINKEDIN 

The networking site of choice for 
professionals and businesses world- 
wide, Linkedln offers four categories 
of security and privacy controls. The 
settings are easy to understand, access, 
and change. Our primary advice is to 
have patience, because if you want to 
make more than one or two changes to 
these settings, it can take more than one 
or two clicks to get the job done. This 
is because, depending on the setting 
you're changing, Linkedln will often 
leave you back at your home or profile 
page, requiring you to dig into the set- 
tings again before you can make addi- 
tional changes. 

By default, much of your Linkedln 
profile will be fully visible unless you 
make specific aspects of it accessible only 
to your Linkedln connections. If visi- 
bility is what you're after, don't restrict 
access to your profile; that way, anyone 
searching your name on the Web will 



be able to find out about you via your 
Linkedln page. Regardless of the privacy 
settings you use, however, be aware that 
by using Linkedln you give the service 
permission to use some of your informa- 
tion for marketing purposes. 

To modify your Linkedln privacy set- 
tings, move the pointer to your profile 
photo or avatar in the top-right corner of 
the Linkedln page and click Privacy & 
Settings. You will find privacy settings 
within four main areas: Profile (basic 
information about your career and in- 
terests); Communications (applies to 
communications with Linkedln users 
as well as Linkedln the company); 
Groups, Companies & Applications (in- 
teractions with Linkedln groups, com- 
panies using Linkedln, and any apps 
you use); and Account (includes overall 
visibility and advertising preferences). 
It's important to change settings in all 
four areas to truly take charge of your 
privacy on Linkedln. 
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FACEBOOK 

Although it has plenty of detrac- 
tors, Facebook also has a user base that 
passed the 1 billion mark in October 
2012 and reigns as the dominant so- 
cial networking service for consumers 
and businesses alike. Because so many 
people use the site to "friend" and 
"like" all kinds of people, places, and 
things, Facebook is arguably the social 
network with the most potential pri- 
vacy pitfalls. The site has been com- 
pared to a dinner party, 
which could be among the 
most fitting descriptions be- 
cause whatever you say to 
your Facebook friends (or, 
to follow the analogy, the 
people sitting at your dinner 
table) can easily get passed 
along to those friends' 
friends. Therefore the No. 1 
privacy consideration with 
Facebook is to be careful 
what you post. Any post can 
be re-posted, leaving you 
with zero control over who 
might end up viewing it. 

Facebook has taken many 
hits over the years due to 
privacy gaffes, but to the 
company's credit it has re- 
sponded by providing users 
with increasingly tighter 
controls. Settings are now 
available all in one place; 
click the gear icon in the top- 
right corner of the page to 

access them. In the column 
of settings on the left, click the Security 
tab and elect to use secure browsing 
whenever possible. Click the Privacy tab 
to control who can see what you post 
and for what amount of time, who can 
find you on Facebook and how, and 
how visible your Facebook account will 
be on search engines. 

To take greater control over what 
can be done to your Facebook Timeline 
and by whom, click the Timeline And 
Tagging tab and make the neces- 
sary adjustments. Here you can also 
manage how you are "tagged" (identi- 
fied) in photos and other posts. If there 



are specific people you want to limit 
interaction with, click the Blocking tab 
and set the appropriate limits. 

G00GLE+ 

Google's social networking site is 
gaining steam as a Facebook com- 
petitor and has taken a firm second 
place according to a GlobalWeblndex 
report tracking Internet users world- 
wide during Ql 2013. According to 
the report, 26% were using Google+ 
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Many social media services, including Facebook and Linkedln, provide 
multiple areas in which you can adjust privacy settings. Explore these 
areas, such as Timeline And Tagging in Facebook and Communications 
in Linkedln, to make sure the sites behave as you expect. 



compared to 51% using Facebook. 
Google+ offers its users significant vis- 
ibility, mainly because Google is the 
top search engine and Google+ user 
profiles and posts are often prominent 
in Google searches. It can be more of 
a challenge, then, to restrict visibility 
in Google+ as opposed to other social 
media sites. 

To access privacy settings, click the 
drop-down arrow next to your profile 
photo or avatar in the top-right corner 
of the page and click Privacy. Google+ 
is not the site to use for anonymity, 
because your name and some profile 



information will be searchable on the 
Web no matter what, but Google+ does 
let you control what public profile in- 
formation is visible to others. Where 
Google+ provides the most control 
is in your posts, which can be shared 
with specific "circles" (groups) of fellow 
Google+ users. As with Facebook, 
though, be careful what you post, be- 
cause posts can be re-shared with circles 
outside of your circles. 

TWITTER 

Generally speaking, using 
Twitter is the social media 
equivalent of using a bull- 
horn to address a large 
crowd, so privacy probably 
isn't a top consideration for 
most Twitter users. There 
are some things to be aware 
of, however, when you use 
Twitter. Unless you opt 
out of Twitter's personal- 
ization feature when you 
create an account, Twitter 
will track the websites you 
visit where a Twitter func- 
tion is present (including 
other users' Twitter pages, 
pages with Tweet buttons, 
and pages that use Twitter 
widgets) and use that infor- 
mation as a basis for sug- 
gesting Twitter feeds for 
you to follow. When your 
account is established, you 

can opt into or out of this 

feature. Click the gear icon 
in the top-right corner of your Twitter 
page, click Settings, scroll down to 
Personalization, change the Tailor 
Twitter Based On My Recent Website 
Visits checkbox, scroll further down, 
and click the Save Changes button. 

By default, Twitter displays promo- 
tional content from its ad partners. The 
Twitter Settings page gives you the 
ability to opt out of this. If you want to 
make your tweets private, visible only 
to Twitter users you designate as op- 
posed to the entire "Twittersphere," 
check the Protect My Tweets checkbox 
on the Settings page. 
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AOC CINEMATIC 29-INCH ULTRAWIDE DISPLAY 

> "Do more." That's the promise AOC makes to those who add the company's 
new Q2963PM Cinematic 29-inch UltraWide Display ($499; us.aoc.com ) to their of- 
fice or home. Those who do set their eyes on the sprawling, WFHD 2,560 x 1,080 
resolution HD display will take in images bolstered by IPS (In Plane Switching) 
LED technology and featuring a 21:9 aspect ratio, 50 million: 1 dynamic contrast 
ratio, and vertical and horizontal 178-degree viewing angles. Beyond the display's 
eye-pleasing features are a bevy of useful work- and entertainment-related con- 
nectivity, viewing, and productivity options, including PBP (picture-by-picture) 
and PIP (picture-in-picture). Further, the Q2963PM enables daisy-chaining multiple 
monitors to view an image on one massive screen or on individual screens. HDMI 
with MHL (Mobile High-Definition Link) connectivity means Android smartphone 
and tablet owners can connect those devices to the Q2963PM to stream content and 
charge the device. AOC's Screen+ software lets users divide the Q2963PM's screen 
into separate work areas for such abilities as viewing multiple documents at once. 



PERSONAL ELECTRONICS 

TECH FOR HOME & LEISURE 



SONY VAIO PRO 11 

> Sony's new VAIO Pro 11 ultrabook (starts at $1,149.99; www.sonv 
.com ) has several things going for it that mobile business users are 
going to like. For starters, it is durable and lightweight. The carbon 
fiber exterior protects the VAIO Pro 11 against the wear-and-tear 
of travel without weighing you down. In fact, at 1.92 pounds, Sony 
claims it is the "world's lightest 11.6-inch Ultrabook. " The VAIO Pro 
is also loaded with features that appeal to road warriors, including 
a 4th Gen Intel processor, Windows 8, HDMI output, USB and SD 
memory card slots, full-sized backlit QWERTY keyboard, clickable 
touchpad, IMP HD webcam, and a sharp Full HD (1,920 x 1,080) 
touchscreen LCD. The TRILUMINOS Display for Mobile technology, 
which is unique to Sony, gives users access to "a wide palette of rich 
natural colors." An optional extended sheet battery attaches to the 
bottom of the ultrabook and operates in tandem with the VAIO Pro 
11, providing nearly 14 hours of additional battery life. 





CANON LE-5W MULTIMEDIA PROJECTOR 

> Use it at the office during the day to beam spreadsheets and 
presentations on a screen. Take it home at night for some gaming 
or movie watching. That's the premise of Canon's new LE-5W 
Multimedia Projector ($799; www.usa.ca non.com ), which Canon hails 
as its first "ultra-portable" model. To ease the transition of using 
the projector in office and home locals, Canon provides five pro- 
jection modes (Presentation, Standard, Movie, sRGB, and User), 
keeps the projector at a tote-friendly 3.5 pounds, and integrates 
an HDMI input for connecting to PCs, game consoles, Blu-ray 
Disc players, etc. (S-video, analog and digital PC, component, 
and digital video inputs are also included). Using 3LED tech- 
nology the LE-5W can output images at a 1,280 x 800 resolution 
with 500 lumens of brightness and 3,000:1 contrast ratio. A five- 
color wall-projection mode, meanwhile, enables pitching an image 
on nearly any flat surface, Canon states. Beyond duo 2.5-Watt 
speakers, the LE-5W integrates USB and SD card inputs and of- 
fers 1.5GB onboard storage to store files locally and omit the need 
to connect to external peripherals. When operating in Eco mode, 
meanwhile, the projector needs 30% less energy to function than 
when in Normal mode. 
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Just as there are now virtual or 
cloud-based versions of software and 
storage solutions that used to be 
firmly entrenched in physical servers 
and desktops, there are now Web 
versions of Microsoft's widely used 
Office products. Word, Excel, and 
other Office programs are included 
in a hosted service called Office 365 
( office365.microsoft.com ). But as familiar 
as you may be with the functional- 
ity of traditional Office products, 
there are plenty of new capabilities, 
features, and collaborative possibili- 
ties to explore in the Web-based 



version. We offer some practical tips 
and how-to steps that will help you 
advance from novice to experienced 
Office 365 user. 

> CUSTOMIZE YOUR 
PUBLIC WEBSITE 

If your company uses SharePoint 
Online, you can update or add pages 
to your Public Website whether you're 
in the office or on the road. Click the 
Page tab and select Edit to start mak- 
ing changes to an existing page — say, 
to add new information and photos 
for a new product, update a schedule, 



If your company uses SharePoint Online, you can 
update or add pages to your Public Website whether 
you're in the office or on the road. 



or post to a blog. Use the Page tab 
to change layouts, the Insert tab to add 
content, or the Format Text tab to work 
with text. Or click the Page tab and 
select New to create an entirely new 
page for the Public Website. 

> CREATE PERSONAL 
& TEAM WEBSITES 

When you become an Office 365 user, 
you can activate a My Site website 
where you can manage and share 
docs hosted by SharePoint Online. A 
similar feature exists for team project 
management in the Team Site, where 
you can create a Team Site for sync- 
ing calendars, developing projects, 
and working offline. To start a team- 
accessible home base site in Share- 
Point, go to the Site Actions menu, 
choose New Site, and then click the 
Featured Items or Browse All tab. 
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Assign your team site a URL 
and title and click Create. 



Calendar > January 20 11 
January 2011 ■ > r 



>► ADD SHARED & 
PRIVATE NOTES 
DURING A LYNC 
MEETING 

Many times the records, lists, 
and important items you save 
in OneNote (Microsoft's digital 
note-taking software) turn into 
meeting agendas and tasks for 
colleagues, so it's convenient 
that Lync lets you save private 
notes or share notes for collaborative 
discussions. To start a note during an in- 
session Lync meeting, click the OneNote 
tab in the conversations window after 
you pause the presentation. Then select 
My Notes to start typing private notes 
or click Share Notes and choose a sec- 
tion for note-taking. 

> SHARE A PRESENTATION 

Lync not only lets you share your 
Desktop, a program window, a white- 
board, or a poll, but you also can share 
your PowerPoint presentations. When 
you start an IM (instant message) con- 
versation, click the Share drop-down 
menu and select the PowerPoint Pre- 
sentation option. After the presentation 
uploads, you can enable restrictions, 
such as who can enter the presentation, 
who presents, and who is allowed to an- 
notate the presentation. 

> SEND DOCUMENTS VIA 
INSTANT MESSAGE 

There are two ways to send a document 
as an attachment using Lync: from the 
document itself or through an open 
IM window. Within the document you 
intend to send, click File, click Save & 
Send, and then select Send By Instant 
Message. In the Address Book window, 
add the recipient names in the To field 
and make sure you can see the attach- 
ment in the IM window. Alternatively, 
you can start an IM conversation with 
a recipient, click the paper clip icon (for 
sending attachments), choose a file, 
click Open, select the item you intend to 
share, and send. 
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There are plenty of 
helpful features built 
into Office 365 to 
keep you organized. 
For example, you 
can customize your 
Outlook calendar 
Web app as you plan 
meetings and work 
toward deadlines. 



>- EDITOR VIEW DOCS IN 
REAL TIME 

Another advantage of SharePoint is the 
ability for multiple users to work in the 
same documents simultaneously. To 
access a document that's available for 
team editing, find the document link 
in your SharePoint website's document 
library, hover over and click the arrow 
(if you're asked to select Ready Only 
or Edit), and choose View In Brows- 
er or Edit In Browser. Accessing doc- 
uments in this way requires that the 
corresponding Microsoft Web App 
(Word, Excel, PowerPoint, or OneNote) 
is installed. 

> SHARE YOUR CALENDAR 

Office 365 Outlook includes calendar 
sharing options that let you select a con- 
tact or group of people who may access 
your schedule. You can do so by en- 
tering the Calendar view, clicking Share, 
and choosing Share This Calendar. 
Next, insert the individual or group 
who will receive the shared calendar. 

>► STAY IN TOUCH WITH 
COLLEAGUES VIA MOBILE APP 

If your company uses Microsoft Lync, 
try the mobile app when you're away 
from the office. The Lync app is avail- 
able for a variety of mobile platforms 
and provides you with capabilities sim- 
ilar to those of the desktop version. Log 
in and start connecting with colleagues 
directly via IM, or use the app to place 
calls, start an email message, or partici- 
pate in a videoconference. As with the 



desktop Lync, you can use the app to let 
others know your present availability, 
as well. 

> USE YOUR MOBILE DEVICE 
TO SHARE DOCS 

Microsoft recommends two sharing 
methods from mobile: sharing with 
recipients you invite to your site and 
sharing via a guest link. Both methods 
may require you to switch from mobile 
to PC view through the Settings menu. 
To share with site invitees, tap More in 
the document library, then tap Share. 
Next, type the appropriate names or 
email addresses of those with whom 
you're sharing the doc. Next, select Can 
Edit or Can View; check the Require 
Sign-In box. If you would like to add a 
message, choose Show Options and tap 
Send An Email Invitation. If you opt to 
send a guest link, simply uncheck the 
Require Sign-In check box. 

> RECORD COLLABORATION 
SESSIONS USING LYNC 

Lync helps you document current mul- 
tiuser conversations, calls, and meet- 
ings so you can easily reference pivotal 
conversations. To do this while you're 
in Lync, direct your pointer to the con- 
versation window and click the More 
Options menu (two arrows on the right 
side of the window). Next, click Start 
Recording. You can access saved record- 
ings by navigating to the Microsoft Lync 
Recording Manager. Click Start, select 
All Programs, and then click Microsoft 
Lync. Open the Manager and choose 
your preferred recording. 
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Rootkit Attacks 

WHAT TO DO TO FIGHT BACK 



Even seeing the word "rootkit" can 
send shivers up the spine of someone 
who has suffered through the incon- 
venience and damage a rootkit can 
exact. As Dan Olds of Gabriel Consult- 
ing Group ( gabrielconsultinggroup.com ) 
says, "rootkits are some of the most 
insidious and dangerous pieces of 
malware out there today." That's due 
to the fact that rootkits are both ex- 
tremely difficult to detect and get rid 
of completely. Therefore, the more you 
know about rootkits, the better. 

> WHAT IS A ROOTKIT? 

A rootkit is software that infects and 
gains privileged access to a com- 
puter. "This means it can perform 
administrator-level type tasks," 
says Michela Menting, ABI Research 
( www.abiresearch.com ) senior ana- 
lyst. "The primary feature is that it 



can hide itself in the system and re- 
main undetected." 

One way to think of how a rootkit 
wreaks havoc, says Jim O'Gorman, 
an instructor of offensive security 
measures, is to envision that you 
are driving a car but someone else 
is intercepting all your movements 
and deciding if he should pass them 
on to the car or not. "In some cases, 
he might decide to just insert some 
of his own commands, as well," 
O'Gorman says. 

Although rootkits are similar to vi- 
ruses or Trojans, says Chris Hadnagy, 
a security training professional, vi- 
ruses and Trojans usually delete data, 
stop services, or cause harm while a 
rootkit provides an attacker system 
access to get at data. Not all root- 
kits are malicious (a company might 
install one to remotely access and 



control employee computers, for ex- 
ample), however, Menting says they 
are "extremely popular with mali- 
cious hackers and cyber criminals, 
which is why they have such a nega- 
tive connotation." 

> THE DAMAGE DONE 

Essentially, rootkits give an attacker 
free reign to perform any task de- 
sired, include installing software; 
deleting files; modifying programs; 
transmitting data; and using spy- 
ware to steal credit card numbers, 
passwords, keystrokes, etc. A root- 
kit's ability to modify existing pro- 
grams and processes, says Menting, 
enables it to avoid detection by se- 
curity software that would normally 
catch such software. 

"There really aren't any limits to 
how much damage it can do to a PC," 



66 August 201 3 / www.pctoday.com 



BUSINESS TRAVEL 91 1 

ON-THE-GO TECH SUPPORT 



Olds says. "It can delete data files and 
then rewrite gibberish on the hard 
drive to ensure that the data can't be 
recovered, or it can quietly work in the 
background and log user keystrokes, 
eventually capturing workplace, ecom- 
merce, or banking usernames and pass- 
words." Ultimately, a rootkit can route 
that data to a hacker "to plunder ac- 
counts or gain access to a corporate net- 
work," Olds says. 

Beyond software-based rootkits 
there are hardware-based rootkits, says 
Hadnagy. "These, like software root- 
kits, give the attacker full admin access 
to a machine, compromising everything 
on it and even at times the network 
it's connected to," he says. For users, 
O'Gorman says a rootkit "destroys 



all trust with the computer. You can't 
know what is private, what is not. All 
integrity is gone." 

>H0W YOU'LL KNOW 

There are several ways a rootkit can 
find its way into a computer. A down- 
loaded program file a user believes to 
be legitimate, for example, may have 
a rootkit embedded within it. Menting 
says rootkits generally enter a system 
through existing vulnerabilities and are 
loaded by malware, which can infect 
computers via downloads, email at- 
tachments disguised as genuine com- 
munication or documents, websites 
with unpatched vulnerabilities, USB 
thumb drives, or mobile devices. 

To the average user, abnormal com- 
puter behavior is the best indicator a 
rootkit might be present; warning 
signs include files spontaneously dis- 
appearing or appearing, a sluggish 
Internet connection, and slow-loading 
programs. Such behavior can indicate 



other programs are running in the 
background. Menting advises checking 
the Task Manager to detect which ap- 
plications or processes are running and 
using significant memory. "For the 
non-tech user, it may be difficult to un- 
derstand," she says. "But users should 
familiarize themselves with how their 
Task Manager looks when it's running 
on a clean system so that when it actu- 
ally is infected, the user can spot some 
differences when looking at the tasks." 

That said, detecting a rootkit is still 
generally difficult. This is due to how 
adept they are at installing themselves 
and hiding their presence in a way that 
is "virtually undetectable by your sys- 
tem software," Olds says. "In this case, 
the only way to find the rootkit is to 



boot the system using a CD /DVD or 
thumb drive that has special diagnostic 
routines designed to find and remove 
rootkits." Hadnagy says if a system's 
OS is compromised, it can't be "trusted 
to find flaws in itself." In this event, it 
may be necessary to boot a self-con- 
tained OS running from a CD /DVD 
or USB drive and run malware de- 
tection and removal software from a 
"clean" environment. 

> WHAT TO DO 

For typical users, arguably the worst 
news concerning rootkits is that getting 
rid of one can be beyond their scope. 
Olds says, in fact, most users should 
probably seek an expert's help if they 
suspect a rootkit infection. Though 
some security programs can detect and 
remove specific rootkits, Menting says, 
"there are so many variants that it can 
be impossible to detect and remove 
them all." Often, she says, getting rid of 
a rootkit "requires a radical solution." 



If a user suspects a rootkit, he 
should first disconnect the system 
from the Internet to cut off possible 
remote access and prevent data from 
leaking, Menting says. Next, remove 
data from the infected computer and 
scan it for malware on another de- 
vice. (Menting notes that if the data 
contains unknown [or zero-day] mal- 
ware, this step may not guarantee the 
malware is eradicated.) Finally, "the 
computer should be purged — wipe 
the hard drive and reinstall every- 
thing," she says. O'Gorman, in fact, he 
says starting over is the only real solu- 
tion, because "really, you can't trust 
cleanup methods, as you are never 
really sure if they worked." 

> HOW TO 
PROTECT YOURSELF 

The first defense against rootkits (and 
malware in general) is keeping the 
OS and all software — especially secu- 
rity software — up-to-date and fully 
patched. Completely relying on anti- 
virus software is a mistake, however. 
As O'Gorman says, there's always 
a lag between the time a new threat 
pops up and the point at which anti- 
virus software can detect it. "The best 
way to avoid issues is to not engage in 
risky activities," he says. "Run trust- 
worthy, current software that's kept 
patched. Don't go to shady sites with 
out-of-date browsers and plug-ins. 
Don't run software that doesn't come 
from trustworthy sources." 

Unfortunately, "the likelihood of 
being hacked or unwittingly down- 
loading malware on a computer is 
extremely high," Menting says. "Es- 
pecially in the network-connected 
environment of a company — even if 
you take all precautions necessary — 
someone else may not have and you 
get a virus from them internally." She 
suggests using different passwords for 
all logins, encrypting sensitive and con- 
fidential data, constantly being on the 
lookout for odd system behavior, and 
securing mobile devices if connecting 
them to a company network or busi- 
ness computer. 



Rootkits give an attacker free reign to perform any task 
desired, include installing software; deleting files; modi- 
fying programs; transmitting data; and using spy ware to 

steal credit card numbers, passwords, keystrokes, etc. 



PCToday / August 201 3 67 





Mobile Data Best Practices 

SYNC & BACKUP OPTIONS 
FOR YOUR TRAVELS 



The theft or loss of a laptop, tablet, 
smartphone, or other mobile device 
ranks among the worst productivity ca- 
tastrophes that can befall a traveling 
professional. For all intents and pur- 
poses, our devices are our offices when 
we travel, and losing them disrupts our 
ability to work and communicate. There 
is an obvious financial hit associated 
with the loss of hardware, but there is 
a potentially greater hit that occurs in 
the loss of corporate data. It's impor- 
tant, then, to know where your data 
is at all times, so in the event that you 
no longer have access to your devices, 
you'll know what is lost and what is ac- 
cessible elsewhere. And, if you follow a 
few mobile best practices, you'll never 



have to worry about losing much data at 
all — if any. 

> KNOW WHAT GETS BACKED 
UP AUTOMATICALLY 

Depending on your smartphone's or tab- 
let's operating system, there is a certain 
amount of device data that automatically 
gets backed up on a regular basis. If you 
use a USB cable to directly sync your 
iPhone or iPad with your computer, for 
example, the sync process backs up all 
of the OS and app data stored on that 
device; there is an option to encrypt and 
password-protect the backed-up data, 
too. If you use the iCloud service with 
your iOS device, specific sets of data 
will automatically get backed up in the 



background as long as your device has 
a Wi-Fi Internet connection, is plugged 
in to a power source, and has a locked 
screen; backed-up data can include 
camera roll images, documents, audio, 
and settings, depending on the options 
you choose. 

Android users can manage incre- 
mental backups for apps and device 
settings by signing into the associated 
Google Account from the smartphone 
or tablet. The Android Auto Sync feature 
routinely syncs in the background; how 
and what it syncs partly depends on the 
options you choose, but by default the 
feature backs up OS data, contact infor- 
mation, documents, and select app data 
(such as Facebook and Twitter). 
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If you have a device running one of 
the latest versions of Windows Phone, 
you can sync documents stored on your 
device with Microsoft's SkyDrive cloud 
storage solution; you can also retrieve 
documents from SkyDrive that were 
uploaded from a different source. To 
sync all of the photos, audio files, and 
videos stored on your Windows Phone 
device, you must install Microsoft's 
Zune software on your computer and 
connect the mobile device to the com- 
puter via USB. 

> DON'T FORGET 
YOUR APP DATA 

"App data" encompasses a broad range 
of digital information, but in our con- 
text it means third-party apps and the 
content you create using those apps. 
Consider, for instance, note-taking ser- 
vices that exist as both cloud services 
(where all of the information associ- 
ated with those services is stored in the 
cloud) and applications (where your 
app-related information is stored lo- 
cally). As you take notes with the app, 
the app stores your notes locally and in 
the cloud simultaneously and in real- 
time. Such an app-service combination 
is different from a note-taking app that 
does not have an associated cloud ser- 
vice; with this type of app, everything 
you add is stored only in the device and 
is therefore vulnerable to loss. Make 
sure you know how your apps work so 
you don't get caught unawares. 



Also keep in mind that some apps 
are more flexible than others. Apple's 
Notes app in iOS, for example, can 
keep your notes on the device only or 
on both the device and in the cloud, 
depending on how you set it up. 

> BE CAREFUL 
WHEN TRAVELING 

If you travel frequently, you probably 
have quite a few travel-related routines. 
When it comes to keeping all of your 
data intact, though, it's important to re- 
member that travel disrupts the rou- 
tines you've established at the office. 
For example, if you regularly sync your 
tablet and smartphone with your com- 
puter but typically leave the computer 
behind when traveling, the backup 
that otherwise occurs with every phys- 
ical sync won't take place during your 
travels. If you keep that sort of thing 
in mind while traveling, you will re- 
main aware of what data resides in 
the "danger zone" (i.e., stored on your 
device, but not backed up anywhere 
else) in the event your device gets lost 
or stolen. 

> USE CLOUD SERVICES, 
AT LEAST TEMPORARILY 

If you're reluctant to sync key data 
to a cloud backup or storage service 
on a regular basis, consider using an 
alternative cloud solution — at least 
temporarily — to meet specific require- 
ments while traveling. For example, 
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you could set up an account with a 
major online storage provider to use 
with only a handful of files that are 
necessary for a specific trip. Providers 
offering this type of service typically 
also offer a mobile app that makes the 
service more useful on your mobile 
device. And some major storage ser- 
vices also sync with productivity apps 
you might already have installed on 
your devices. 

Another stop-gap alternative is 
to use a Web-based email service to 
email documents to and from a cor- 
porate account. Doing this ensures 
that a copy of the document is main- 
tained on the corporate network even 
after you delete the associated email 
from the Web email account. 

> PHYSICAL BACKUP 

Finally, you can't sync a certain 
amount of valuable device data to 
the cloud (or to your main computer 
via the cloud), so be sure to back up 
that data as often as possible to a 
second device (such as a laptop) or 
storage solution (such as a microSD 
card or portable hard drive). 
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PowerPoint Tips For 

ADDING CHARTS & GRAPHS 



The scenario is familiar to traveling 
professionals: your PowerPoint presen- 
tation is all set when new and relevant 
information comes to light and must 
be added. If you're on the road or in 
the sky and find yourself having to 
add charts or graphs to a PowerPoint 
presentation, this article will help. We 
include tips designed for PowerPoint 
novices and adept PowerPoint users 
seeking specific chart-making advice. 

>► CREATE A BASIC 
CHART OR GRAPH 

To insert a colorful chart or graph il- 
lustration into your PowerPoint presen- 
tation, locate the Insert tab and select 
Chart. Next, look through the available 
chart types, select the design that best 
represents the information you want 
to share, and click OK. A Microsoft Ex- 
cel chart will open with placeholder 



text and figures you can replace with 
relevant data. When you finish entering 
information, click File and Close to open 
the finished chart in PowerPoint. 

> SAVE & MANAGE 
CHART TEMPLATES 

If you want to adjust the look of an 
existing chart, click the chart in the 
PowerPoint slide, and the Chart Tools 
contextual tab appears. Keep in mind 
Chart Tools will only appear when 
you select a chart. Open the Design 
tab and you can manipulate the over- 
all layout of a chart, adjust its style, 
and save it as a template for future 
presentations. To adjust the orienta- 
tion, size, or spacing of a chart's data 
and graphical elements, expand the 
Charts Layouts pane and choose one 
of the nine layout options. You can also 
change chart elements and background 



colors by selecting options from the 
Chart Styles section on the Design tab. 
When youVe fashioned a chart you'd 
like to reuse, click the Save As Tem- 
plate button on the Design tab. Name 
the chart and PowerPoint saves it with 
the .CRTX file extension, which indi- 
cates it is a chart template. 

> HIGHLIGHT IMPORTANT 
DATA IN A POWERPOINT CHART 

Whether you're presenting numerous 
charts or need to add emphasis to spe- 
cific data within a chart, sometimes it's 
beneficial to call out key points. Locate 
the Drawing pane in the Home tab and 
expand the Shapes menu. Select one that 
is appropriate for emphasizing informa- 
tion in your chart, and then click any- 
where in the chart to place the shape. To 
customize the shape, select it and click 
the Shape Fill, Shape Outline, Shape 
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Microsoft PowerPoint's Design tab in the Chart Tools contextual tab lets you modify the 
layout of your chart and adjust its style. These settings help you create one-of-a-kind charts 
and graphs that illuminate important statistics or values. 
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Effects, and Quick Styles options in the 
Drawing pane. 

> INSERT A CHART 
THAT'S LINKED TO EXCEL 

If you're used to working in Excel and 
prefer to construct the skeleton of your 
chart first, you can compile data in Excel 
and then create a chart in Excel to use in 
PowerPoint. Start by entering values 
in an Excel workbook. Highlight all nec- 
essary data cells, click Insert, and apply 
a preferred chart style in the Charts 
pane. Next, select the newly created 
chart and click Copy in the Home tab. 
Open a current or new PowerPoint slide 
and find the Clipboard pane. Click the 
Paste drop-down arrow and choose 
Keep Source Formatting & Link Data 
(to maintain the appearance of the Excel 
file) or Use Destination Theme & Link 
Data (to match the chart appearance 
with the presentation). 

>- EDIT & ADD LABELS 

A chart that includes a lot of numbers 
or a detailed legend may require some 
editing, especially because you want it 
to look polished for presentation pur- 
poses. These fine-tuning tools are lo- 
cated in the Labels pane of the Layout 
tab on the Chart Tools contextual tab. If 
you notice that your chart is missing a 
title, you can add one by clicking Chart 
Title and selecting Centered Overlay 
Title or Above Chart — this displays 
a title at the top of the chart. You can 
browse the remaining label options to 
add axis titles, insert legend variations, 
and manipulate data. 

>- ADJUST STYLE & TEXT 

To put the finishing touches of color and 
contrast on a chart, start by clicking the 
Format tab in the Chart Tools contex- 
tual tab. You can enhance backgrounds, 
category shapes, and 3D chart elements 
when you use options on the Shape 
Styles pane for each feature. Options 
on the WordArt Styles pane let you 
apply fill colors, outlines, and effects to 
chart text. To view every part of your 
chart (such as depth, floor, horizon- 
tal axis, side wall, and so on), click the 



drop-down arrow at the top of the Cur- 
rent Selection pane. 

> MODIFY DATA 

IN AN EXISTING CHART 

Regardless of whether you created 
your initial chart in Excel or Power- 
Point, you should be able to modify 
data without much hassle. In Power- 
Point, click the chart you intend to 
change and select the Design tab in the 
Chart Tools contextual tab. Next, click 
Edit Data in the Data pane. Excel opens 
the data sheet in a new window and 
from here you can click and edit indi- 
vidual cells. Simply closing the Excel file 
will refresh and save the new content. 



> ADD ANIMATION 

If you want to emphasize a particular 
data group, you can add animations to 
a graph or chart. Under the Animations 
tab, the Animation pane has approxi- 
mately 30 default animations you can 
apply to a chart. Explore extra effects 
by clicking More Entrance Effects, 
More Emphasis Effects, or More Exit 
Effects at the bottom of the Animation 
menu. To stagger the animation of 
individual objects, click Effect Options 
and select one of the following func- 
tions: As One Object, By Series, By Cat- 
egory, Be Element In Series, or By Ele- 
ment In Category. 
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